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MI SSION STATEMENT

The mission of the Internal Audit Office is to provide independent, objective assurance and consulting servic
designed to add valwue and i mprove the City of E
management team of ti@ty of El Paso accomplish its objectives by bringing a systematic, disciplined approach
to evaluate and improve the effectiveness of risk management, control, and governance processes.

The scope of work of the internal audit activity is to determinetwes r the organizati
management, control, and governance processes, as designed and represented by management, is adeque
functioning in a manner to ensure:

1 Risks are appropriately identified and managed.

1 Interaction with the vadius governance groups occurs as heeded.

1 Significant financial, managerial, and operating information is accurate, reliable, and timely.

T Empl oyeebs actions are in compliance with po
regulations.

1 Resouces are acquired economically, used efficiently, and adequately protected.

1 Programs, plans, and objectives are achieved.

T Quality and continuous i mprovement are foste

9 Significant legislative or regulatory issugspacting the organization are recognized and addressed
properly.

T Opportunities for improving management contr
identified during audits. These opportunities will be communicated to the apprognaieof
management.

INTRODUCTION

The Internal Audit Office provides independent, objective assurance and consulting services designed to add ve
and i mprove the organizationb6s operations. |t h
systematic, disciplined approa¢h evaluate and improve the effectiveness of risk management, control, and
governance processes.

The I nternal Audit Officebs Policy and Procedures
mission. The audits performed by the tntd Audit Office will be conducted inonformancavith the Instituteof
Internal Auditordnternational Standards for the Professional Practice of Internal Audéimdjin accordance with

the United States Government Accountability OffiGenerally Accepted GovernmentAuditing Sandards
(GAGAS). Investigations conducted by the Internal Audit Office will utilize @&enerally Accepted Principles
and Quality Standards for Investigatioastablishd by the Association of Inspectors General (OIG).

THE INSTITUTE OF INTERNAL AUDITORS

The Institute of Internal Auditors, Inc (I1A) was established in 1941 and serves&y80Q members in internal
auditing,risk managemengovernancgnternal controlinformation technologyeducation, and security from more
than 165 countries and territories. The IIA provides internal audit practitioners, executive management, boards
directors, and audit committees with standards, guidance, famthation on best practices in internal auditing.


https://www.gao.gov/yellowbook/overview

INTERNATIONAL STANDARDS FOR THE PROFESSIONAL PRACTICE OF INTERNAL AUDITING

All Internal Audit activities will be conducted sonformancevith thelnternational Standards for the Professional
Practice of hternal Auditing(Standard¥issued by the Institute of Internal Auditors.

THE STANDARDS
The purpose of th8tandardss to:
1. Guide adherence with the mandatory elements of the International Professional Practices Framework.
2. Provide a framework for perfaring and promoting a broad range of vahuieled internal audiitg services
3. Establish the basis for tlewaluationof internal audit performance.
4. Foster improved organizational processes and operations.

The Standardsconsist of Attribute Standards (the 1000 Series), Performance Standards (the 2000 Series), a
ImplementatiorGuidance Attribute Standards address ttiearacteristicef organizations angartiesperforming
internal auditactivities Performance Standis describe the nature of internal awditivitiesand provide criteria
against which the performance of these services candleated The Attribute and Performance Standards apply
to all internal audit services. Implementati@nidanceapplestheAttribute and Performance Standards to specific
types of engagements (for example, a compliance audit, a fraud investigation, or a corasskessifnent project).
There is one set of Attribute and PerformaStandardshowever, theraremultiple ImplenentationGuidance a

set for each of the major typesinfernal audit activity.

The Standardsappies to individual internal auditors and internal audit activities. All internal auditors are
accountable for conforming with tif&andardgelated to mdividual objectivity, proficiency, and due professional
care. In addition, internal auditors are accountable for conforming witStdrelardsthat are relevant to the
performance of their job responsibilities. Chief audit executivesadditionally accountable for overall
conformancéy the internal audit activitwith the Standards

The Standardstogether with the Code of Ethics, encompass mandatory eleaig¢heinternationalProfessional
Practices FramewolkPPF) therefore, conformance with t&¢andardsandCode of Ethicsndicates conformance
with mandatory elements of the IPPFhe Standardsemploys terms that haveeen giverspecific meanings that
are included in the Glossary of this manual.

Attribute Stand ards

10007 Purpose, Authority, and Responsibility

The purpose, authority, and responsibility of the internal audit activistbe formally defined in@internal
audit charter, consistent witthe Mission of Internal Audit and the mandatory elements of the International
Professional Practices Framework (tbere Principles for the Professional Practice of Internal Auditimg
Code of Ethics, thestandar@, andthe Definition of Internal Auditing The chief audit executive must
periodically review the internal audit charter and present it to senior management and the laqmmeh@ir

1000.Ali The nature of assurance services provided to the organipatisthe defined in thénternal
audit charter.If assurances are to be provided to parties outside the organization, the nature of the:
assurancesiustalso be defined in thaternalauditcharter.

1000.C1i The nature of consulting servicesistbe defined in thanternalaudit chargr.

10107 Recognking Mandatory Guidance in the Internal Audit Charter

The mandatory nature of tt@@ore Principles for the Professional Practice of Internal Auditimg,Code of
Ethics, theStandardsand theDefinition of Internal Auditingnust berecognizedn the internal audit charter.
The chief audit executive should discuke Mission of Internal Audiand themandatory elements of the
International Professional Practices Framewsitk senior management and the board.



11007 Independence andObjectivity
The internal audit activitynustbe independent, and internal auditorgastbe objective in performing their
work.

11107 Organizational Independence

The chief audit executiveustreport to a level within the organization that allows the internal audit activity to
fulfill its responsibilities. The chief audit executive must confirm to the board, at least annually, the
organizational independence of the internal audit activity.

1110.A17 The internal audit activitynustbe free from interference dgetermining the scope of internal
auditing, performing work, and communicating resuliie chief audit executive must disclose such
interference to the board and discuss the implication

11117 Direct Interaction With the Board
The chief audit executive must communicate and interact directly with the board.

11121 Chief Audit Executive Roles Beyond Internal Auditing
Where the chief audit executive has or is expected to have roles egsljonsibilities that fall outside of
internal auditing, safeguards must be in place to limit impairments to independence or objectivity.

11207 Individual Objectivity
Internal auditorsnusthave an impatrtial, unbiased attitude and aamgconflict of interest.

11307 Impairment to Independence or Obijectivity
If independence or objectivity is impaired in fact or appearance, the details of the impaiustre disclosed
to appropriate partiesThe nature of the disclosure will depend upon the imuet.

1130.A171 Internal auditors must refrain from assessing specific operations for which they were
previously responsibleObjectivity is presumed to be impaired if an internal auditor provides assurance
services for an activity for which the interralditor had responsibility within the previous year.

1130.A2i Assurance engagements for functions over which the chief audit executive has responsibilit
mustbe overseen by a party outside the internal audit activity.

1130.A371 Internal audit may provide assurance services where they had previously performed
consulting services, provided the nature of the consulting did not impair objectivity, and provided
individual objectivity is managed when assigning resources to the engagement.

1130.C17 Internal auditors may provide consulting services relating to operations for which they hac
previous responsibilities.

1130.C2i1 If internal auditors have potential impairments to independence or objectivity relating to
proposed consulting servigetisclosuranustbe made to the engagement client prior to accepting the
engagement.

120071 Proficiency and Due Professional Care
Engagementmustbe performed with proficiency and due professional care.

121071 Proficiency

Internal auditorsnustpossesthe knowledge, skills, and other competencies needed to perform their individual
responsibilities.The internal audit activity collectivelpustpossess or obtain the knowledge, skills, and other
competencies needed to perform its responsibilities



1210.A17 The chief audit executivenust obtain competent advice and assistance if the internal
audiors lack the knowledge, skills, or other competencies needed to perform all or part of the
engagement.

1210.A2i Internal audita@musthave sufficient knowledge ®valuateherisk of fraud and the manner
in which it is managed by the organization, but areerpected to have the expertise of a person whose
primary responsibility is detecting and investigating fraud.

1210.A3i Internd auditorsmusthavesufficientknowledge of key information technology risks and
controls and available technoleggsed audit techniques to perform their assigned wddwever,
not all internal auditors are expected to have the expertise of an indewligdr whose primary
responsibility is information technology auditing.

1210.C17 The chief audit executiveustdecline the consulting engagement or obtain competent
advice and assistance if the internal andilack the knowledge, skills, or otherropetencies needed

to perform all or part of the engagement.

12201 Due Professional Care
Internal auditorsmust apply the care and skill expected of a reasonably prudent and competent interng

auditor. Due professional care does not imply infallibility.

1220.Ali Internal auditad mustexercise due professional care by considering the:
1 Extent of work needed to achieve the engagement's objectives
1 Relative complexity, materiality, or significance of matters to which assurance procedures ar
applied
1 Adequacy and effectiveness gbvernancesisk managemenandcontrol processes
1 Probability of significant errordraud,or noncomplianceand
1 Cost of assurance in relation to potential benefits.

1220.A2i In exercising due professional care interenadlitois mustconsider the use @échnology
basedauditandother data analysis techniques.

1220.A3i Internal auditasmustbe alert to the significant risks that might affect objectives, operations,
or resourcesHowever, assurance procedures alonenavhen performed with due professional care,
do not guarantee that all significant risks will be identified.

1220.C1i Internal auditas mustexercise due professional care during a consulting engagement by
considering the:
1 Needs and expectations ofients, including the nature, timing, and communication of
engagement resujts
1 Relative complexity and extent of work needed to@chie t he engagement o
1 Cost of the consulting engagement in relation to potential benefits.
12307 Continuing Professional Development
Internal auditorsnustenhance their knowledge, skills, and other competencies through continuing professione
development.

13007 Quality Assurance and Improvement Program
The chief audit executiveustdevelop and maintain aiglity assurance and improvement program that covers
all aspects of the internal audit activity and continuously monitors its effectivebssprogram includes
periodic internal and external quality assessments and ongoing internal monikacigpat of the program
is designed tenable an evaluatioof the internal auditing activig conformance with thBtandardsandan
evaluation of whether internal auditors apitig Code of Ethics The program also assesses the efficiency and
effectiveness of the internal audit activity and identifies opportunities for improvement.

10



13107 Requirements of theQuality Assurance and ImprovementProgram
Thequality assurance and improvement programtrimetude both internal and external assessments.

13117 Internal Assessments
Internal assessmemntaustinclude:

1 Ongoingmonitoringof the performance of the internal audit activity; and
1 Periodic selassessmestor assessmentBy other persons within the organization wabfficient
knowledge of internal audit practices.

13121 External Assessments
External assessments, such as quality assurance remigstbe conducted at least once evive years by a
gualified, independd assessoor assessmerieam from outside the organizatioithe chief audit executive
must discuss with the board:

1 The form and frequency of external assessment
1 The qualifications and independence of the external assessor or assessment team, amgjyuding
potential conflict of interest.

In order to complywith Standard 1312 andovernment Auditing Standafi84 the City of El Paso Internal
Audit Office will obtain a peer review at least once every 3 years.

13201 Reporting on the Quality Assurance and ImprovementProgram
The chief audit executiveiustcommunicate the results tfe quality assurance and improvement program to
senior management atite board.Disclosure should include:

The scope and frequency of both the internal andreadtassessments.
The qualifications and independence of the assessor(s) or assessment team, including potential confl
of interest.

)l
)l

1
9 Conclusions of assessors.
1 Corrective action plans.

13217 Use of "Conforms with the International Standards for theProfessional Practice of Internal
Auditing"

Indicating thatthe internal audit activity conformwith the International Standards for the Professional
Practice of Internal Auditigis appropriate nly if the results of the quality assurance and improvement
program suppomsuch astatement.

13227 Disclosure ofNonconformance

When nonconformance with the Code of Ethics orStemdardsmpacts the overall scope or operation of the
internal auditactivity, the chief audit executive must disclose the nonconformance and the impact to senic
maragement and the board.

Performance Standards

20007 Managing the Internal Audit Activity
The chief audit executivenust effectively manage the internal audtigity to ensure it adds value to the
organization.

20101 Planning
The chief audit executivenust establisha risk-based plan to determine the priorities of the internal audit
activity, consistent with the organization's goals.

11



2010.A17 The internal audit activity's plan of engagememisst be based on documentedisk
assessment, undertaken at least annually. The input of senior management and theusidzed
considered in this process.

2010.A2i The chief audit executive must idegtdnd consider the expectations of senior management,
the board, and other stakeholders for internal audit opinions and other conclusions.

2010.C1i The chief audit executive should consider accepting proposed consulting engagements bas
on the engageemt's potential to improve management of risks, add value, and improve the
organi zat i oAcOeptedmgagementsiust lmescluded in the plan.

20207 Communication and Approval

The chief audit executivenust communicate the internal audit acttk y 6 s pl ans and res
including significant interim changes, to senior management and to the board for review and afjr@val.
chief audit executivenustalso communicate the impact of resource limitations.

203071 Resource Management
The chief audit executivenustensure that internal audit resources are appropriate, sufficient, and effectively
deployed to achieve the approved plan.

204071 Policies and Procedures
The chief audit executiveustestablish policies and procedures to guideitibernal audit activity.

205071 Coordination and Reliance
The chief audit executive should share information and coordinate activities with other internal and extern
assurance and consulting servizevidersto ensure proper coverage and minindaglication of efforts.

20607 Reporting to Senior Managementand the Board

The chief audit executiveustreport periodically to senior managemannid the boardn the internal audit
activitybdéds purpose, aut hor it yo,tsplarandon itsconformancetwith,
the Code of Ethics an@tandards Reportingmustalso include significant risk and control issuiesjuding

fraud risks,governance issues, and other mattbes require the attention genior managemermindor the

board

207071 External Service Provider and Organizational Responsibility for Internal Auditing
When an external service provider serves as the internal audit activity, the provider must make the organizat
aware that the organization has tasponsibility for managing an effective internal audit activity.

21007 Nature of Work

The internal audit activitynustevaluate and contribute to the improvement df e o r g agovermaace,i 0 n
risk managemengndcontrolprocesses using a systeioadisciplined and riskbasedapproach.Internal audit
credibility and value are enhanced when auditors are proactive and their evaluations offer new insights a
consider future impact.

21101 Governance

The internal audit activitynustassess and make appropriate recommendatidngprovetheor gani z a't
governance processfor:

Making strategic and operational decisions.

Overseeing risk management and control.

Promoting appropriate ethics amalues within the organization

Ensurng effective organizational performanmanagement and accountability

Communicating risk and control information to appropriate areas of the organization

Coordinating the activities pAind communicating information amarige board, external and intex
auditors other assurance providees)d management.

=A =4 =4 =8 -8 A
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2110.A11 The internal audit activity must evaluate the design, implementation, and effectiveness o
t he or gani -reltedobjectives, podgrdmis, ared activities.

2110.A2i The internal audit activity must assess whether the information technology governance o
t he organization supports the organizationos

21207 Risk Management
The internal audit activitymust evaluate theeffectiveness andcontribute to the improvement of risk
management processes.

2120A1T The internal audit activity must eval ue
governancegperations, and information systeregarding the

Achi evement of tratege objectigegsni zati onds s
Reliability and integrity of financial and operational information

Effectiveness and efficiency of operaticarsd programs

Safeguarding of assetsnd

Compliance with laws, regulationsolicies, proceduregnd contracts.

=A =4 -4 -4 -4

2120.A21 The nternal auditctivity must evaluate the potential for the occurrence of fraud and how
the organization manages fraud risk.

2120C1 i During consulting engagements, internal auditors must address risk consistent with th
engagement 0s objectives and be alert to the

2120C27 Internal auditors must incorporate knowledge of risks gained from kimigsengagements
into their evalwuation of the organizationds

2120.G3 i When assisting management in establishing or improving risk management processes
internal auditors must refrain from assuming any management respioydipilactually managing
risks.

21307 Control

The internal audit activitynustassst the organization in maintaining effective controls by evaluating their
effectiveness and efficiency and by promoting continuous improvement.

2130.A171 The internal audit activity must evaluate the adequacy and effectiveness of controls ir
responding to ri sks within the organi zati on
regarding the:

Achi evement of the organizationds strateg
Reliability and integrity of financial and operational information;

Effectiveness and efficiency of operaticared programs

Safeguarding of assets; and

Compliance with laws, regulationsolicies, proceduresnd contracts.

=A =4 =8 -4 =4

2130.CL 7 Internal auditors must incorporate knowledge of controls gained from consulting
engagements into evaluation of the organizat|

22007 Engagement Planning

Internal auditorsmust develop anddocumenta plan for each engagement, including the g
objectives,scope,timing, and resource allocationsT h e pl an mu st consi
objectives, and risks relevant to the engagement.

gemen
er t h
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2201- Planning Considerations
In plannng the engagement, internal auditorgstconsider:

il

il

il

Thestrategies andbjectives of the activity being reviewed and the means by which the activity controls
its performance

The significant risks to the activilyebjectives, resources, and operationd v means by which the
potential impact of risk is kept to an acceptable level

The adequacy and ef fgowmanceskhneasagemenhnd tontwpracesses v i
compared to a relevant framework or modeid

The opportunities for maki ng govemancefisk maaagdmert mp |
and controprocesses

2201.A1i When planning an engagement for parties outside the organization, internal andgors
establish a written understandinvith them about objectives, scope, respective responsibilities and
other expectations, including restrictions on distribution of the results of the engagement and access
engagement records.

2201.C1- Internal auditorsnustestablish an understandingtivconsulting engagement clients about
objectives, scope, respective responsibilities, and other client expectatias. significant
engagements, this understandmgstbe documented.

22107 Engagement Objectives
Objectivesmustbe established for each engagement.

2210.A1i Internal auditorgnustconduct a preliminary assessment of the risks relevant to the activity
under review.Engagement objectivesustreflect the results of this assessment.

2210.A2i Internal audita mustconsider the probability of significant errofsaud, noncompliance,
and other exposures when developing the engagement objectives.

2210.A31 Adequate criteria are needed to evalugdwernance, risk management, atwhtrols.
Internal auditors must asctain the extent to which managememtd/or the boardhas established
adequate criteria to determine whether objectives and goals have been accomplished. If adequz
internal auditors must use such criteria in their evaluation. If inadequate, intefitef@amustdentify
appropriate evaluation criterirough discussion with management and/or the board.

2210.C1i Consulting engagement objectivesistaddresgjovernancesisk managemengandcontrol
processes to the extent agreed upon witlelieat.

2210.C271 Consul ting engagement objectives must I
strategies, and objectives.

22201 Engagement Scope
The established scopeustbe sufficient taachievethe objectives of the engagement.

2220.A17 The scope of the engagemenustinclude consideration of relevant systems, records,
personnel, and physical properties, including those under the control of third parties.

2220.A21 If significant consulting opportunities arise during an assurance engaiyeangpecific
written understanding as to the objectives, scope, respective responsibifidesther expectations
should be reached and the results of the consulting engagement communicated in accordance w
consulting standards.

14



2220.C1i In performing consulting engagements, internal auditarstensure that the scope of the
engagement is sufficient to address the agugsh objectives. If internal auditors develop

reservations about the scope during the engagement, these resematbhe discussed with the

client to determine whether to continue with the engagement.

2220.C2i During consulting engagements, internal auditors must address controls consistent with th
engagement 6s objectives amed be alert to signi

22301 Engagement Resource Allocation
Internal auditorgnustdetermine appropriai@nd sufficientresources to achieve engagement objectrassd
on an evaluation of the nature and complexity of each engagement, time constraints, arnd esolates.

22401 Engagement Work Program
Internal auditorsnustdevelopand documenivork programs that achieve tkagagement objectives.

2240.A17 Work programsmust includethe procedures for identifying, analyzing, evaluating, and
documentingnformation during theengagement. The work programustbe approved prior tits
implementationandany adjustments approved promptly.

2240.C1i Work programs for consulting engagements may vary in form and content depending upol
the nature of the engament.

230071 Performing the Engagement
Internal auditorsmust identify, analyze, evaluate, andbcumentsufficient information to achieve the
engagement's objectives.

23107 Identifying Information
Internal auditorsnustidentify sufficient, reliable,relvant , and wusef ul i nformat.i
objectives.

232071 Analysis and Evaluation
Internal auditorsnustbase conclusions and engagement results on appropriate analyses and evaluations.

23307 DocumentingInformation
Internal auditorsnust documensufficient, reliablerelevant and usefuinformation to suppotheengagement
resultsand conclusions

2330.A171 The chief audit executivenust control access to engagement recor@iee chief audit
executivemustobtain the approval afenior management and/or legal counsel prior to releasing such
records to external parties, as appropriate.

2330.A271 The chief audit executivenustdevelop retention requirements for engagement records
regardless of the medium in which each record isedto These retention requirementsust be
consistent with the organizationds guideline:

2330.C1i The chief audit executivenustdevelop policies governing the custody and retention of
consultingengagement records, as well as their release to internal and external péeiss policies

must b e consi stent wi t h t he organi zationés gu
requirements.

23401 Engagement Supervision
Engagementsnustbe propey supervised to ensure objectives are achieved, quality is assured, and staff i
developed.
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24007 Communicating Results
Internal auditorgnustcommunicate the resultd engagements

24107 Criteria for Communicating
Communicationsnustincludet he engage mescopéasidresblits.ect i ves

2410.A1i Final communication of engagement resuitsstinclude applicable conclusionas well as
applicable recommendations and/or action plawWéere appropriatd, he i nt er nal au
shouldbe provided. A opinion must takénto account the expectations of senior management, the
board, and other stakeholders and must be supported by sufficient, reliable, relevant, and use
information.

2410.A27 Internal auditors are encouragedattknowkdge satisfactory performangeengagement
communications.

2410.A31 When releasing engagement results to parties outside the organization, the communicatic
mustinclude limitations on distribution and use of the results

2410.C1i Communication of the progress and results of consulting engagements will vary in form anc
content depending upon the nature of the engagement and the needs of the client.

24201 Quality of Communications
Communicationsnustbe accurate, objective, cleaoncise, constructive, complete, and timely.

242171 Errors and Omissions
If a final communication contains a significant error or omission, the chief audit executsteommunicate
corrected information to aflartieswho received the original commuation.

2430iUse of #AConducted i mte@aionél Standeads forehe Rrofdsdional Rraetice

of Internal Auditingd

Indicatingt hat engagement s ar e i ¢ o n thieroational Standardsc forntfeo r |
Professional Practice onternal Auditing is appropriateonly if supported bythe results of the quality
assurance and improvement program.

24317 Engagement Disclosure oNonconformance
When noncoformance with the Code of Ethics, or thé&tandardsimpacts a specific engagement,
communication of the resultsustdisclose the:
1 Principlgs)or rulgs) of conduct of the Code of Ethicsthie Standards(s) with which futonformance
was not achieved
1 Reason(s) for nonodormance
1 Impact of noncoformanceon the engagemeand the communicated engagement results.

244071 Disseminating Results
The chief audit executiveaustcommunicate results to the appropripseties

2440.A1- The chief audit executive is responsible for communicating therisalts topartieswho
can ensure that the results are given due consideration.

2440.A2- If not otherwise mandated by legal, statutory or regulatory requirements, prior to releasing
results to parties outside the organization, the chief audit exeoutise

1 Assess the potential risk to the organizgtion

1 Consult with senior management and/or legal counsel as apprparidte

1 Control dissemination by restricting the use of the results.
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2440.C1- The chief audit executive is responsible for communigattive final results of consulting
engagements to clients.

2440.C2i During consulting engagemenggvernancetisk management, ancbntrol issuesnay be
identified. Whenever these issues are significant to the organizationjrthspe communicated to
senior management and the board.

245071 Overall Opinions

When an overall opinion is issued, it must take into acctiumtstrategies, objectives, and risks of the
organization; andhe expectations of senior management, the board, and other stakehditier®verall
opinionmust be supported by sufficient, reliable, relevant, and useful information.

25001 Monitoring Progress
The chief audit executivenust establish and maintain a system to monitor the disposition of results
communicated to management

2500.A1- The chief audit executivenustestablish a followup process to monitor and ensure that
management actions have been effectively implemented or that senior management has accepted
risk of not taking action.

2500.C1i The internal audit activitpnustmonitor the disposition of results of consulting engagements
to the extent agreed upon with the client.

26007 Communicating the Acceptance of Risks

When the chief audit executigencludeshat management has acceptéslal of risk thatmay beunacceptable
to the organization, the chief audit executivestdiscuss the matter with senior managemdtthe chief audit
executive determines that the matter hasbeenresolved, the chief audit executimeustcommunicatehe
matter to the board.

THE INSTITUTE OF INTERNAL AUDITORS CODE OF ETHICS

Introduction
The pur pose dbde df Ethicdd topsomate an ethecal sulture in the profession of internal auditing.

Internal auditing is an indepewedt, objective assurance and consulting activity designed to add value and
i mprove an organizationbés operations. |t hel ps
systematic, disciplined approach to evaluate and improve the effectivenessrmfnagement, control, and
governance processes.

A code of ethics is necessary and appropriate for the profession of internal auditing, founded as it is on the tr
placed in its objective assurance abgoternancesisk managemengndcontrol. Thel n s t iCbde of Ethics
extends beyond thHeefinition of InternalAuditing to include two essential components:

1. Principles that are relevant to the profession and practice of internal auditing;

2. Rules of Conduct that describe behavior norms expectedeavhal auditors. These rules are an aid to
interpreting the Principles into practical applications and are intended to guide the ethical conduct
internal auditors.

TheCode of Ethics o get her wi tlternatioreProfessonal Rracticd@reworkand other relevant
Institute pronouncements provide guidance to internal auditors serving others. "Internal auditors" refers to Institt
members, recipients of or candidates for IIA professional certifications, and thospewibhom internal adit
services within th®efinition of InternalAuditing.

17



Applicability and Enforcement
This Code of Ethicapplies to both individuals and entities thatfprminternal audit services.

ForllA members and recipients of or candidates for IIA professional certifications, breache€odi¢hef Ethics

wi || be evaluated and administered ac Diectices hpe fatto T
that a particular conduct is not mined in the Rules of Conduct does not prevent it from being unacceptable or
discreditable, and therefore, the member, certification holder, or candidate can be liable for disciplinary action.

Principles
Internal auditors are expected to apply and Ugptiee following principles:
Integrity (IIA Code of Ethics)

The integrity of internal auditors establishes trust and thus provides the basis for reliance on their judgment.

Internalauditors shall:
1 performtheirwork with honesty, diligence, amdsponsibility;
1 observe the law and make disclosures expected by the law and the profession;

1 not knowingly be a party to any illegal activity, or engage in acts that are discreditable to the
profession of internal auditing or to the organization;

1 respect ad contribute to the legitimate and ethical objectives of the organization.

Obijectivity (IIA Code of Ethics)

Internal auditors exhibit the highest level of professional objectivity in gathering, evaluating, and
communicating information about the actyviir process being examined. Internal auditors make a balanced
assessment of all the relevant circumstances and are not unduly influenced by their own interests or by otf
in forming judgments.

Internalauditors shall:

1 not participate in any activityr relationship that may impair or be presumed to impair their unbiased
assessment. This participation includes those activities or relationships that may be in conflict with
the interests of the organization;
not accept anything that may impair or be preed to impair their professional judgment;

disclose all material facts known to them that, if not disclosed, may distort the reporting of activities
under review.

= =

Confidentiality (IIA Code of Ethics)

Internal auditors respect the value and ownershipfofrnation they receive and do not disclose information
without appropriate authority unless there is a legal or professional obligation to do so.

Internalauditors shall:
1 be prudent in the use and protection of information acquired in the course ofuttiest

1 not use information for any personal gain or in any manner that would be contrary to the law or
detrimental to the legitimate and ethical objectives of the organization.

Competency(lIA Code of Ethics)

Internal auditors apply the knowledge, skills, and experience needed in the performance of internal au
services.

Internalauditors shall:

1 engage only in those services for which the Internal Auditor has the necessary knowledge, skills, an
experience;

1 perform internal audit services in accordance WAhStandards

1 continually improve their proficiency and the effectiveness and quality of their services.
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PROFICIENCY AND DUE PROFESSIONAL CARE

The I nternal Audit Of f iinteedédsto agsare that interreal aaditos exhibit@rofieienayr
and exercise due professional cangl skepticismvhen performing auditsr consulting service§GAGAS 3109,
3.115 IIA 1200

Internal auditors and the Internal Audit Office, collectively, shall exhibit proficiency, which means they shall
possess tha@ecessaryknowledge, skills and competencies neededccdnduct an engagement appropriately
Auditors shall enhance their knowledge, skilepd other competencies through continuing professional
developmen{GAGAS 3.112 4.02, 4.03, 4.07;11A 1210, lIA 1230. Listed below are the training requirements for
The City of EI Pasods I nternal Auditors:

1 Auditorswill be required to ge#0 CPE hours armally.

1 Atleast 24 hours of CPE hours, in a 2 year period, should be directly related to government auditing or t
government environmeniGAGAS 4.16)
1 Auditors with an llA certification are required to earn and report two CPE credit hours in the avégect

of ethics annually.
1 And CPE requirements for audit related certifications maintained by individual auditors.

Meeting CPE requirements and providing C8® c ument ati on t o t his pribarilyahet me
responsibility of individual auditet The Depart ment ALiIi brariano is taslk
Program documentation, to include CPE recdi@®GAS5.16 TheL i br ari an periodical |
CPE hours to identify deficiencie$SAGAS 4.18

The Chief Intenal Auditor may obtain competent advicer assistancdrom experts outside the internal audit
activity to support or complement areas where the internal audit activity is not sufficiently ptofiGAGAS
3.112; 11A 1210.A1, 1210.C)

The Internal Audit activity is to render the care and skill expectededsonablyrudent and competent internal
auditor in the same or similar circumstancBsie pofessional care is therefore appropriate to the complexities of
the engagemenbeing peformed. In exercising due professional care, internal auditors should be alert to the
possibility offraud,intentional wrongdoing, errors and omissions, inefficiency, waste, ineffectiveness, and conflicts
of interest. They shall also be alertsignificant risks andhose conditions and activities where irregularities are
most likely to occur. Auditors will neither assume that management is dishonest nor of unquedtimmesty
(GAGAS 3110. Auditors will use reasonable audit skill and judgment wperforming auditgllA 1220.A1,
1220.A3,212QC1).

The I nternal Audi t proféssionalcea r mapliasrrehsomable caré and dommetence, not
infallibility or extraordinary performance. Auditors are expected to conduct examinations and verifications to
reasonable extent, with an appropriate degree of testing transactions. Accordingly, the internalsunditgive
absolute assurance that noncompliance or irregularities do not exist. Nevertheless, the possibility of mate
irregularities or noncompliance should be considered whenever the internal auditor undertakes an internal au
assignment. Audir and supervisory practices include a determination of the appropriate type and degree ¢
interviewing, system review and testing to provide proper due(Bar&220, 1220.A1)

CONFIDENTIALITY AND ETHICAL BEHAVIOR

Staff members of the Internal Audiffi@e must be trustworthy, and maintain the confidentiality of all matters and
information obtained in the course of audit business. Any breach of confidentiality can result in written reprimar
and/or immediate termination of employment.

All Internal Audit Office staff will maintain a high level of professional behavior in all their endeavors and treat
auditees and other City of El Paso employees with the utmost respect and sensitivity at alltim@sternal
auditors shall, to the marum extent possible, have no authority over, or responsibility for, any of the activities
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audited, and shall not perform accounting or other operational functions outside their organization that might requ
subsequent audit.

Internal Audit Office stdfwill follow :

9 all policies and procedures established by the City of El,Paso

9 adhere to the Code of Ethics established byrtsgtute for Internal Auditors,

1 and adhere to the Ethical Principles established by the Government Auditing Standards.

The ethcal principles that guide the work of auditors who conduct audascordance with GAGAS are
the public interest;

integrity;

objectivity;

proper use of government information, resources, and positions; and

professional behavio(GAGAS 3.06

PO TR

INTERNAL AUDIT SECURITY POLICIES

The Internal Audit Office shall adhere to stringent policies to secure information, which is gathered during th
course of audit workllA 2330.A1,2330.C). The I nternal Audit Officeds se:

1 Accesdo the Internal Audit Office offices shall be limited to times only when audit staff is present.
9 Staff of the Internal Audit Office will lock or log off their computer whenever they leave their desk. All Internal
Audit Office computers will be logged odit the end of each day.

9 Staff of the Internal Audit Office will not share their network or application passwords with anyone, or allow

any individual to use any City of El Paso owne:
username Staff of the Internal Audit Office will adhere to all password and application policies of the City of
El Paso.

1 Work papers and audit information should not be shared or disclosed to anyone who is not a staff member
the Internal Audit Office withouthie approval of the Chief Internal Auditor.

1 Proper precaution should be taken to safeguard Internal Audit Office information at all times.

1 All unused documents containing sensitive and/or confidential information shall be shredded.

INTERNAL AUDIT OFFI CE GENERAL POLICIES

Professional Appearance Standards

The Internal Audit Office staff shall project a professional image in their appearance. The standard for tt
department is business professional, which is appropriate for attending a professioredsboseeting with

management . In addition, staff shal/l abide by th
and procedures regarding appearance standards. The Chief Internal Auditor will identify business casual days.

BusinessHours

The I nternal Audit Of Mandagtdraughtriday &0 dnui S:00hpens Staffimembers  a
are allowed to alternate their schedules in order to work ss¢Htlule. Staff membeisat are classified as exempt
shall observe & four hourrule (five hour rule if on a 4/10 scheduleyhich states that any time away from the
office exceeding four hours must be submitted on a City of El Paso leaveStaffishall notify the Chief Internal
Auditor or Audit Supervisorregarding time away from the office. The Chief Internal Auditor or the Audit
Supervisomust approve time away from the office.
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The Internal Audit Office will work a professional 4h@ur workweek. However, the workload will occasionally
require extend®work hours. Therefore, Internal Audit staff is encouraged to take a daily lunch break and regule
breaks.

Use of Private Vehicle

The I nternal Audit Officebs staff shall record th
and Ciy related business. The Chief Internal Auditor shall approve all requests for reimbursement.

Vacation

The Internal Audit Office is encouraged to take accrued annual vacation leave. The Chief Internal Auditor or Auc
Supervisoishall approve vacation requests.

Sick Leave

The Internal Audit Office Staff shall notify the Chief Internal Auditor or Ausiitpervisorwhen they take sick
leave. Notification shall be made by 8:30 a(f30if on a 4/10 schedule)n addition, stafshall observe the City
of El Paso policies regarding sick leave.

DEPARTMENTAL PLANNING

The Chief I nternal Auditor and Internal Audit st a
Audit Plan will be based on an annual radsessment. The Annual Audit Plan will be consistent with the City of
El Pasobds goals, the Internal Audit Officebds char

included in the Annual Audit Plan shall include engagements that impnamagement of risks, add value, and
improve operationfllA 2010, 2010.A12130.A1 2130.C).

The Annual Audit Plan wil!/ be sufficiently compr el
auditable activities on a cyclical basigdadlow flexibility to accommodate special tasks and projects requested by
the City Manager or thEinancial Oversighand AuditCommittee (F@C). The City Manager and thénancial
Oversight and AudiCommitteeshall approve the Annual Risk Assessmert Andit Plan. The Chief Internal
Audi tor wi | | assign al | Il nternal Au d (1A 20801 2010fA1 me r
2130.A)).

Listed below are the Internal Audit Office planning policies:

1 All Internal Audit staff members, incluag the Chief Internal Auditor, will track their time spent on audit
engagements and general administrative duties using a time and effort database. A quarterly activity report \
be provided to the City Manager atind FinancialOversight and AudiCommittee.

1 The City Manager anBinancialOversight and AudiCommitteeshall approve the Annual Audit Plan and any
revisions.

1 The Chief Internal Auditor will monitor work schedules to assure engagement deadlines are met and incree
resources if necessaigternal Audit staff will keep Chief Internal Auditor updated on audit work progress and
notify Chief Internal Auditor if additional audit hours are needed to complete engagement.
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COSO: INTERNAL CONTROL 1 INTEGRATED FRAMEWORK

The Annual Risk Assessment is based on the COSO model, which helps to identify and prioritize auditable are
based of the risks pertaining to the achievement

Executive management and ffieancialOversight and AudiCommitteeare vitally interested in the adequacy and
appropriateness of the enterpéise system of i nternal control. That
the COSO model when conducting audit work.

The data presented in this procedures watracted from the Executive Summaryraérnal Controli Integrated
Framework That document was prepared in response to recommendations of the National Commission
Fraudulent Financial Reporting, commonly referred to as the Treadway Commissian.Comhmittee of
Sponsoring Organizations of the Treadway Commission (COSO) was formed to support implementation |
Treadway Commission recommendations and issued its rémernal Controli Integrated Frameworkn
September, 1992.

Internal control consis of five interrelated components. These are derived from the way management runs
business, and are integrated with the management process. The components are:

1 Control Environment The control environment sets the tone of an organization, influencing the control
consciousness of its people. It is the foundation for all other components of internal control, providin
discipline and structure. Control environment factors includéntegrity, ethical values and competence
of the entitys people; manageméatphilosophy and operating style; the way management assigns
authority and responsibility, and organizes and develops its people; and the attention and direction provic
by theFinancialOversight and AudiCommittee

1 Risk AssessmeitEvery entity faces a variety of risks from external and internal sources that must be
assessed. A precondition to risk assessment is establishment of objectives, linked at different levels ¢
internally consistent. Risk assessment is the identificatmoinanalysis of relevant risks to achievement of
the objectives, forming a basis for determining how the risks should be managed. Because econorr
industry, regulatory and operating conditions will continue to change, mechanisms are needed to identi
and deal with the special risks associated with change.

1 Control Activitiesi Control activities are the policies and procedures that help ensure managemen
directives are carried out. They help ensure that necessary actions are taken to addresshisksreat
of the entitys objectives. Control activities occur throughout the organization, at all levels and in all
functions. They include a range of activities as diverse as approvals, authorizations, verification:
reconciliations, reviews of openat) performance, security of assets and segregation of duties.

1 Information and Communicatioin Pertinent information must be identified, captured and communicated
in a form and timeframe that enables people to carry out their responsibilities. Inforsyatiams produce
reports containing operational, financial and compliaiet&ted information, which make it possible to run
and control the business. They deal not only with internally generated data, but also information abo
external events, activiteand conditions necessary to informed business decisaéing and external
reporting. Effective communication also must occur in a broader sense, flowing down, across and up t
organization. All personnel must receive a clear message from top managenheontrol responsibilities
must be taken seriously. They must understand their own role in the internal control system, as well as h
individual activities relate to the work of others. They must have a means of communicating significan
information to management. There also needs to be effective communication with external parties, such
customers, suppliers, regulators and shareholders.

1 Monitoring Activitiesi Internal control systems need to be monitéredprocess that assesses the quality
of the systerés performance over time. This is accomplished through ongoing monitoring activities,
separate evaluations or a combination of the two. Ongoing monitoring occurs in the course of operatior
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It includes regular management and supervisoryities, and other actions personnel take in performing
their duties. The scope and frequency of separate evaluations will depend primarily on an assessmen
risks and the effectiveness of ongoing monitoring procedures. Internal control deficieratitb (s
reported upstream, with serious matters reported to top management and the committee.

There is synergy and linkage among thesmponents, forming an integrated system that reacts dynamically to
changing conditions. The internal control systeintsrtwined with the entits operating activities and exists for
fundamental business reasons. Internal control is most effective when controls are built into the entity
infrastructure and are a part of the essence of the entefisk.ind contrds support quality and empowerment
initiatives, avoid unnecessary costs and enable quick response to changing conditions.

There is a direct relationship between the three categories of objectives, which are what an entity strives to achie
and componest which represent what is needed to achieve the objectives. All components are relevant to ea
objectives category. When looking at any one catéjting effectiveness and efficiency of operations, for
instance, all five components must be present andtibning effectively to conclude that internal control over
operations is effective.

The internal control definition, with its underlying fundamental concepts of a process, affected by people, providir
reasonable assurarcéogether with the categorizah of objectives and the components and criteria for
effectiveness, and the associated discussions, constitute this internal control framework.

Roles and Responsibilities

Everyone in an organization has responsibility for internal cantrol

1 Management The City Manager is ultimately responsible and should assomeership of the system.
More than any other individual, the chief executive setsitthee at the topthat affects integrity and ethics
and other factors of a positive control environment. The City Manager fulfills this duty by providing
leadership and direction to senior managers and reviewing the wéxethegtrolling the business. Senior
managersin turn, assign responsibility for establishment of more specific internal control policies and
procedures to personnel responsible for the@fitnctions. In a cascading responsibility, a manager is
effectively a chief executive of his or her spheressponsibility. Of particular significance are financial
officers and their staffs, whose control activities cut across, as well as up and down, the operating and ot
units of an enterprise.

1 Financial Oversight and AudiCommittee Management is accatable to the~inancial Oversight and
Audit Committee which provide governance, guidance and oversight. Effective committee members ar
objective, capable and inquisitive. They also have knowledge of theGemtitijvities and environment,
and commithe time necessary to fulfill their committee responsibilities. Management may be in a positior
to override controls and ignore or stifle communications from subordinates, enabling a dishone:
management, which intentionally misrepresents results, to dtsvdracks. A strong, active board,
particularly when coupled with effective upward communications channels and capable financial, legal ar
internal audit functions, is often best able to identify and correct such a problem.

1 Internal Auditorsi Internd auditors play an important role in evaluating the effectiveness of control
systems, and contribute to ongoing effectiveness. Because of organizational position and authority in
entity, aninternal audit function often plays a significant monitorioigr

1 Other Personnél Internal control is, to some degree, the responsibility of everyone in an organization anc
therefore should be an explicit or implicit part of every@ngb description. Virtually all employees
produce information used in the intat control system or take other actions needed to effect control. Also,
all personnel should be responsible for communicating upward problems in operations, noncompliance wi
the code of conduct, or other policy violations or illegal actions.
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A numberof external parties often contribute to achievement of an &tityjectives. External auditors, bringing

an independent and objective view, contribute directly through the financial statement audit and indirectly L
providing information useful to managent and the board in carrying out their responsibilities. Others providing
information to the entity useful in effective internal control are legislators and regulators, customers and othe
transacting business with the City of El Paso, financial arsalgad the news media. External parties, however,
are not responsible for, nor are they a part of, the énfityernal control system.

INTERNAL AUDIT OFFICE REPORTING STRUCTURE

The Chief Internal Auditor shall repoadministrativelyto the City Manager andfunctionally to the Financial
Oversight and AudiCommittee In addition, the Internal Audit Office shall have the support of senior management
(GAGAS 357, 11A 1110, 1130

Functionalreporting to thd=inancialOversight and AudiCommitteeh el ps assure I nternal
authority, ensurebroad audit coverage, adequate communication, and appropriate engagement recommendatic
(GAGAS 3.20 8.26 1lA 1130). TheFinancialOversight and AudiCommitteeduties shall include thi®llowing:

1 Approve the City of El Paso Internal Audit Char{@gtA 1000)

91 Approve the internal audit risk assessment and related audit plan.

1 Meet with the Chief Internal Auditor without the presence of management. The Chief Internal Auditor
shall have ope and direct access to tkénancialOversight and AudiCommitteeand regularly attend
committee meetingdIA 1111).

1 Inquire of management and the Chief Internal Auditor to determine if there are budgetary or scop
limitations that may impede the Intelna Audi t Of fi cebds abil i (Ilxl1lli0p e x

LIST OF SERVICES PROVIDED BY INTERNAL AUDIT OFFICE

I nternal auditing works to assist management i n ¢
Internal Audit Officestrives to provide the highest quality auditing, advisory, and consulting services to its
customers. The Internal Audit Office assists all levels of management to assure that resources are being man:
and accounted for and that the City of ElI Paso mpiging with policies, procedures, accounting standards,
regulations, and laws.

The efficiency of the City of El Paso is affected by the quality of its management control. Effective managemel
control begins with good planning and appropriately delegated authority and continues through performance &
reporting the results of that ifermance. An effective management control system encourages adherence t
policies and procedures and includes carefully designed standards of performance by which an activity functic
and by which the activity is measured and evaluated. Operationsenaaljusted, if necessary, based on the results
of measuring and evaluating activity function.

The Internal Audit Office strategy is responsive to the needs of the City of El Paso and will assist management
performing the following types afervices

1. Operational auditing To determine whether operational controls, as a whole, achieve a reasonable degre
of efficiency and effectiveness. In addition, evaluate the extent to which operational goals and objective
are accomplished.

2. Information Systemauditingi To determine the sufficiency of internal controls for reasonably assuring
that system activities capture, process, store, and transmit data accurately, completely, and efficient
Confirm system security and backup of datalidentify and evalate contingency and disaster recovery
procedures.

3. Internal control auditingi To determine the sufficiency of the system of internal control for assuring that
internal control objectives pertaining to authorization, recording, and reporting of busitieses and
safeguarding of assets are attainddternal control auditing will als@letermine if management has
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identified risk and is managing it by establishing planning, organizing and directing the performance c

sufficient actions to provide reasable assurance that objectives and goals will be achiedezbntrol

environment includes the following elements:

Integrity and ethical values.

Management 6s phil osophy and operating style.

Organizational structure.

Assignment of authority anesponsibility.

Human resource policies and practices.

Competence of personnel.

4. Compliance auditing To determine conformity and adherence to policies, plans, procedures, laws,
regulations contracts and other requirements.

5. Consultingi Advisory services Wwich are agreed upon by the client and are intended to add value and
i mprove the City of E I Pasobds governance, risi|
Auditor assuming management responsibility, for example, counsel, advice, fanilitattbtraining.

E R e

The City of El Paso Internal Audit Office will meet its objectives by providing independent, objective audit anc
consulting service by providing the following services:

1 Identifying and reducing significant risk exposures and effectivesfassk management.

9 Evaluating the adequacy of internal controls.

1 Verifying the existence of assets and ensuring the proper safeguards for their protection.

9 Assessing compliance with applicable laws, regulations, policies and procedures.

9 Conducting traimg workshops.

9 Conducting investigation of allegations of fraud, embezzlement and theft.

1 Reviewing the reliability and integrity of financial and operating information and the means used tc
identify, measure, classify, and report such information.

1 Reviewingthe systems established to ensure compliance with those policies, plans, procedures, law
and regulations, which could have a significant impact on operations.

1 Appraising the economy and efficiency with which resources are employed.

1 Reviewing operationand goals to ascertain whether results are consistent with established objective

and whether the operations or programs are being carried out as planned.
1 Performing special request projects as directed by senior management.
1 Coordinating external audiingagements.
1 Being available to City of El Paso staff to receive potential allegations of improprieties.

To carry out these services, City of El Paso Internal audit staff members shall have authorization to have full a
unrestricted access to all docunteerand recordgertaining to the audit assignment, including purchasing,
accounting, property, and personnel documents and records.

HOW INTERNAL AUDIT OFFICE SELECTS AREAS TO AUDIT

The Internal Audit Office uses different methods in determining vhieas to audit. Audgngagementare
primarily chosen based on the annual risk assessment, which results in the annual alfiopization is gathered
throughout the year by the Chief Internal Auditor to help conduct the risk assesghagiitionally, the Chief
Internal Auditor conducs interviewswith senior management and other stakeholders in order to help identify and
consider their expectations when developing the annuabaskd audit plafilA 2010.A2). Contingency audit
hours ae available to conduct special projects assigned by the City Manager BindfacialOversight and Audit
Committee which may include fraud investigatioitA 2010.C1)
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Selection Based On Risk Assessment

The primary method of selecting an area tatdadby performing a risk assessment. A risk assessment uses severa
risk criteria to evaluate risk. Examples of criteria include; management interest; financial impact, length of tim
since the department ds | ast . &hedoiential audinatcas@are scorede@sng ta |
criteria. The areas with the highest score are ranked as the greatest risk potential. These areas are given the hi
priority when generating the annual audit plan. The Risk Areas are: Managemeast|nkéigh Level

Decentralization, Legal Claims, Strategic Risk, Compliance Risk, Budget Risk, Reputation Risk, Time Las
Audited,and Change n Management . See attachmenA20®).0 Ri sk ¢

Annual Audit Plan

Each fiscal year the Internal Audit Office prepares the annual audit plan and presentskinarthialOversight

and AuditCommitteeand Executive Management for approval. The Annual Audit Plan identifies audit projects for
the year(llA 2110.A1). Italso outlines the resources in staff and time required for each project. The Annual Audi
Plan may be amended during the fiscal year for requested,audjects, or changes in priorities. See attachment
ABO Audit Pl an @A2010IC).f or an exampl e

Special Projects

On occasion, the Internal Audit Office will deviate from the Annual Audit Plan schedule to work on special project
that require immediate attention, for example fraud, areas of special interest to managechesansulting
engagements The Financial Oversight and AudiiCommitteeshall approve changes in auditheduleqIIA
2010.C1) Knowledge of risks gained from conducting special projects are incorporated into the Chief Interna
Auditorods evalwuation of the organizationés risk m

Nonaudit Services

Nonaudit (also known as consulting or advisomng advisory in nature and are genergiyformed at the specific
request of an engagement client. The nature and scopeafrthiglting engagement are subject to agreement with
the client. The agreed upon scope will be documented in an Engagementdrétterdocumented meeting memao.

Nonaudit services may be accepted dependent upon availability of resources and ittly@acotopletion of the
audit plan. The Chielinternal Auditor should consider accepting proposedisulting engagements based on the
engagemeid potential to improve managementof s ks, add val ue, a rogeraiion§iA ov e
2010.C). Those engagements that hdeen accepted must be included in the piader Contingency Hours
Nonaudit services must not be daseasubstitute to completing an audit listed in the Audit Plan.

If internal auditors have potential impairments to independence or objectivity relgtimgtsed nonaudit services,
disclosure must be made to the engagement client priacdepting theengagement{GAGAS 383, 5.10 IIA
1130.C2

In determining whether providing a nonaudit service would create a threat to indepenideraglitor should
determine that the audited entity has designated an individual pebsesses suitable skill, knowded or
experience, and that the individual understandss#émeices to be performed sufficiently to oversee them. The
auditor should documert onsi der ati on of management ds ability
performed (GAGAS Z.3) by utilizingt he Audi t or 6s Objectivity Statemer

The Chief Internal Auditor must decline the nonaudit services or obtain competent advice and assistance if 1
internal audit staff lacks the knowledge, skills, or other competencies needed tanpalifaf part of the
engagementllA 1210.C1)

There are three types nénaudit services:

1) Services that impair independericthe Internal Audit Office must not engage in any of the agvit
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f Maintaining or preparing the audited entityods

f Posting transactions to the entitydéds financi al

1 Determining account balances or capitalization criteria,;

1 Providing payroll services that are material to the subject to audit and /or inmakiag management
decisions;

1 Designing, developing,instali ng, or operating the sgstemng;tyébds ac

T Developing an entityo6s per f or man anateriahersignificaet e n t
the audit;

T Developing an entityds policies, procedures, a

9 Carryingout internal audit functions when perfornmggexternal auditors; and
1 Sit on the source selection as a voting member.

2) Services that do not impair independence:

When providing nonaudit services, the Internal Audit Office must evaluate whether pravidiagdit services
creates independence impairment either in fact or appearance with respect to the entities they audit, by applying
following overarching principles:
1 The Internal Audit Office must not provide nonaudit services that involve performamagement
functions or making management decisi(@AGAS 376; 1A 2120.C3; and
1 The Internal Audit Office must not audit their own work, therefore the nonaudit services must not produc
something that would need to be audited in the futditee Interml Audit Officemust not provide nonaudit
services in situations where the nonaudit services are significant to the subject matter of audits. /
independence evaluation must be documented in all nonaudit services projeGAIBAS 383)

3) Services thawill not impair independence if safequards are used:

The following nonaudit services can be provided by the Internal Audit Office staff as long as the Internal Aud
Office complies with the supplemental safeguafBlaGAS 3.84):

Basic accounting assista)c

Limited payroll services;

Advisory services on Information Technology;

Assist in evaluating potential candidates (panel of at least three);

Preparing routine tax filings based on information provided by the entity; and

Can patrticipate as a nsotingmember in an advisory role but not as a voting member.

=A =4 =8 -8 -8 =9

For allowable nonaudit services, the following safeguards must be complie@@AGAS 3.86, 3.107):

a) Document that the overarching independence principles have not been violated;

b) Establish arunderstanding with the auditee regarding objectives, scop®rsf product or deliverables;
and management 6s r es p amatei dbthd nortaydit derviges, (2)1the subdtaatives
outcome of the work, and (&)aking any decisions thatvialve management functions related to nonaudit
serviceand accepting full responsibility for such decis{@AGAS 377, 3.98; IIA 2201.C1)

¢) Do not reduce the scope and extent of the audit work below the level that would be appropriate.

Nonauditservices project requirements:

For all nonaudit services, auditors must:

T Addr ess ri sk, control s, consi st ent existande ofeothey a g
significant risks, and control isSuU6SAGAS 3116 I1A 2120.C1, 2220.C2;

1 Ensure that the scope of the engagement is sufficient to address thelgmpeeanbjectives. If internal
auditors develop reservations about the scope during the engagement, these reservations must be disct
with the client to determinehether to contine with theengagemen(IA 2220.C1)

1 Consider needs and expectations of clients, including the nature, timiogranainication of engagement
results (IIA 1220.C1)

T Consider relative complexity and eobjeeives;and f WO r
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Consider cost of the consulting engagement in relation to potential béhafit220.C1)

Incorporate knowledge of risk gained from consulting engagement inio éweluation of the
oo gani zat i on 6 sprocesseflA 20P0.623 g e me n't

1 Incorporate knowledge of controls gained from consulting engagements eiwdtuation of the

= =4

organi zati on 0 ¢llA2180nCt) o | processes
1 Evaluate possible management participation threats that could impair independence and any appli
safeguardsGAGAS 398).

Nonaudit services objectives must:
T Be consistent with the o obpednes@ARIOCHOSs val ues,

1 Address governance, risk management, and control processes to the extent agreed upon with the cli
(GAGAS 376; IIA 2210.C1)

Work programs for nonaudit services may vary in form and content depending upon the nature of the engagem
(1A 2240.C1)

The Internal Audit Office must monitor the disposition of consulting results &xtieat ageed upon with the client

(I1A 2500.C1). Communication of the progress and results may vary in form and content depending upon the natt
of the engagemenGAGAS 6.48 1A 2410.C1). The Chief Internal Auditor is responsible for communicatirg th
final results of consulting engagements to clients (IIA 2440.C1). During engagements, governance, fis
managerant, and control issues may be identified. Whenever these issues are significant to the organization, t
must be communicated to senior mge@ent and the boartlA 2440.C2).
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Attachment AAO
Weighting 15% 15% 15% 15% 10% 10% 10% 5% 5% 100%
5-High 5-High 5-High 5-High 5-High 5-High 5-High 5 for 2010 1 for 2010
to to to to To to to To To
1-Low 1-Low 1-Low 1-Low 1-Low 1-Low 1-Low 1 for 2014 5 for 2014
1 2 3 4 5 6 7 8 9
Management|Budget | Strategic | Reputation | Compliance High Level Legal | Time last |Change in | Raw | Weighted
Description Interest Risk Risk Risk Risk Decentralization [Claims| Audited Mgt Total Total

ayor & 0
Mayor® Office
Council District #1 Office
Council District #2 Office
Council District #3 Office
Council District #4 Office
Council District #5 Office
Council District #6 Office
Council District #7 Office
Council District #8 Office

Attorneyo © e
Administration
Transactional
Trial
Paso ployeeso P e 0

Pension Fund

City Manager \

Internal Audit Office

City Manager b6s Of |

Strategic Communications Director

Public Affairs

U-Matter Employee Recognition

City Clerk

City Clerk Office

Elections

Records & Archival Mgt & Analysis

Coordination Title VI




Weighting 15% 15% 15% 15% 10% 10% 10% 5% 5% 100%
5-High 5-High 5-High 5-High 5-High 5-High 5-High 5 for 2010 1 for 2010
to to to to To to to To To
1-Low l-Low 1-Low 1-Low 1-Low 1-Low 1-Low 1 for 2014 5 for 2014
1 2 3 4 5 6 7 8 9
Management|Budget | Strategic | Reputation | Compliance High Level Legal | Time last |Change in | Raw | Weighted
Description Interest Risk Risk Risk Risk Decentralization [Claims| Audited Mgt Total Total
- 9 9 . -
Comptrollerbs Of fice
Sales Tax
Systems Accounting Mgt
Hotel Occupancy Tax
Procurement Card
Financial/Fiscal Operations
Grant Accounting
Financial Reporting
Payroll
Treasury Management
City Cashiers
Capital Asset Management
City Auctions
Human Resources & Risk Management

Employee Records

Insurance & Benefits

Recruitment/Hiring/Termination

Risk Management

HR Information System

Payroll Process

EEOC & FMLA Compliance

Training

Civil Service Commission

Administration

Information Technology

Wireless Telecom Contract

Public Safety Technology
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Weighting 15% 15% 15% 15% 10% 10% 10% 5% 5% 100%
5-High 5-High 5-High 5-High 5-High 5-High 5-High 5 for 2010 1 for 2010
to to to to To to to To To
1-Low 1-Low 1-Low 1-Low 1-Low 1-Low 1-Low 1 for 2014 5 for 2014
1 2 3 4 5 6 7 8 9
Management|Budget | Strategic | Reputation | Compliance High Level Legal | Time last |Change in | Raw | Weighted
Description Interest Risk Risk Risk Risk Decentralization [Claims| Audited Mgt Total Total
IT Security

Licensing

Systems Software

Administration & Purchasing

Information Services

E-Commerce

Geographic Information Systems

Records Management

Mailroom

Purchasing & Strategic Sourcing Dept.

Office of Management & Budget

Annual Budget Management

Non-Departmental

Performance Office

Tax Office

Collections + Refunds + Disbursements

Administration

Capital Improvement Department

Capital Projects

Property Leases

Environmental Services

Recycling Program

Code Compliance Division

Landfill Division

Collections Division

Administration - Purchasing

Training & Public Programs Div
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Weighting 15% 15% 15% 15% 10% 10% 10% 5% 5% 100%
5-High 5-High 5-High 5-High 5-High 5-High 5-High 5 for 2010 1 for 2010
to to to to To to to To To
1-Low 1-Low 1-Low 1-Low 1-Low 1-Low 1-Low 1 for 2014 5 for 2014
1 2 3 4 5 6 7 8 9
Management |Budget | Strategic | Reputation | Compliance High Level Legal | Time last |Change in | Raw | Weighted
Description Interest Risk Risk Risk Risk Decentralization [Claims| Audited Mgt Total Total

Mass Transit - Sun Metro

Administration & Development

Accounting & Admin

Planning/Program Mgt

Community Relations

Operations & Maintenance

Transit Operations

Lift (Paratransit) Services

Maintenance

Parks and Recreation/Parks Maintenance

Administration

Recreation

Sports

Land Management

Facilities Maintenance

Streets and Maintenance

Streets

Street Construction

Pavement Maintenance System

Street Operations

Traffic Engineering

Anti-Graffiti Program

Maintenance (Facilities & Fleet)

Building Maintenance

Street Light Maintenance

Fleet Service

- Liaison to:

Metropolitan Planning Org.
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Weighting 15% 15% 15% 15% 10% 10% 10% 5% 5% 100%
5-High 5-High 5-High 5-High 5-High 5-High 5-High 5 for 2010 1 for 2010
to to to to To to to To To
1-Low 1-Low 1-Low 1-Low 1-Low 1-Low 1-Low 1 for 2014 5 for 2014
1 2 3 4 5 6 7 8 9
Management|Budget | Strategic | Reputation | Compliance High Level Legal | Time last |Change in | Raw | Weighted
Description Interest Risk Risk Risk Risk Decentralization [Claims| Audited Mgt Total Total

PSB Coordination

Regional Mobility Authority

- Oversight:

Utility Franchise Oversight

DCM i Economic Development & Tourism

Community & Human Development

Grant Administration

Neighborhood Redevelopment

Housing

Public Services

Economic Development

380 Agreements

Economic Development Activities

Economic Development Admin

Libraries

Branches

Main

Administration - Purchasing

Trans Pecos System

Technical Services

Museums & Cultural Affairs

Museum of History

Museum of Art

Museum of Archaeology

Cultural Affairs

Planning & Inspections

Building Permits & Inspections

Outside Contracts
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Weighting 15% 15% 15% 15% 10% 10% 10% 5% 5% 100%
5-High 5-High 5-High 5-High 5-High 5-High 5-High 5 for 2010 1 for 2010
to to to to To to to To To
1-Low 1-Low 1-Low 1-Low 1-Low 1-Low 1-Low 1 for 2014 5 for 2014
1 2 3 4 5 6 7 8 9
Management|Budget | Strategic | Reputation | Compliance High Level Legal | Time last |Change in | Raw | Weighted
Description Interest Risk Risk Risk Risk Decentralization [Claims| Audited Mgt Total Total
Development Services
Planning

One Stop Shop

Development Assistance Ctr

Z00

Animal Health

Animal Collections

Administration

Facilities Maintenance

Oversight: Destination El Paso

Ball Park Baseball

Plaza Theater

Civic Center

Abraham Chavez Theatre

McKelligon Canyon Theatre

- Managing Director

Airport

Revenue Income Streams

Operations & Security

Administration

Foreign Trade Zone No. 68

Development

International Bridges

Parking Meters

Health Department

Bridge Toll Collections
DCMi Public Safety & Support Services Portfolio

Food Program
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Weighting 15% 15% 15% 15% 10% 10% 10% 5% 5% 100%
5-High 5-High 5-High 5-High 5-High 5-High 5-High 5 for 2010 1 for 2010
to to to to To to to To To
1-Low 1-Low 1-Low 1-Low 1-Low 1-Low 1-Low 1 for 2014 5 for 2014
1 2 3 4 5 6 7 8 9
Management |Budget | Strategic | Reputation | Compliance High Level Legal | Time last |Change in | Raw | Weighted
Description Interest Risk Risk Risk Risk Decentralization |Claims| Audited Mgt Total Total
Dental Clinic
Immunization Clinics
STD Clinic

TB Clinic

211 Call Center

Municipal Court

Municipal Court Admin

Police Department

Chief of Police Office

Police HR

Internal Affairs Division

Director of Public Affairs

Administrative Services Bureau

Property & Evidence Program

Vehicle Storage Facility

Finance Program

Payroll & Overtime

Facility Mgmt.

Fleet Management

Grants

Records

Uniform Police Services Bureau 1

Downtown Police Services

Patrol Program 1

Community Services Program

Traffic/DWI Program

Uniform Police Services Bureau 2

Patrol Program 2

Training Program
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Weighting 15% 15% 15% 15% 10% 10% 10% 5% 5% 100%
5-High 5-High 5-High 5-High 5-High 5-High 5-High 5 for 2010 1 for 2010
to to to to To to to To To
1-Low 1-Low 1-Low 1-Low 1-Low 1-Low 1-Low 1 for 2014 5 for 2014
1 2 3 4 5 6 7 8 9
Management|Budget | Strategic | Reputation | Compliance High Level Legal | Time last |Change in | Raw | Weighted
Description Interest Risk Risk Risk Risk Decentralization [Claims| Audited Mgt Total Total

Specialized Incident Teams

Investigations Bureau

Investigation Services Program

El Paso Fusion Center

-Fire Chief

Fire Department

Emergency Operations Response

Payroll & Overtime

Health & Safety Division

Fire Medical Research Division

Aircraft Rescue Division

Communication Division

Fire Prevention Division

Planning & Development Division

Professional Development Train

Operations Research Program

Special Operations Division

Logistics Division

Fire Chief Office

Administrative Division

911/311 Communications

Office of Emergency Management

Animal Services
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City of El Paso
Internal Audit Office
2020-2021 Audit Plan

Audit Admin
Hours Hours

Training
Hours

Holiday/Le
ave

Hours

First
Quarter

Dept.
Name

Dept.
Name

Total for
Quarter

Second
Quarter

Dept.
Name

Dept.
Name

Total for
Quarter

Third
Quarter

Dept.
Name

Dept.
Name

Total for
Quarter

Fourth
Quarter

Dept.
Name

Dept.
Name

Total for
Quarter

Grand
Total




City of El Paso
Internal Audit Office

PERFORMING THE AUDIT: AN OVERVIEW

Planning (forms)

A.

mmooO

OTWDOWPU_IQ

Assemble Audit File:

Quiality Assurance Program (QAP) Worksheet

Audit Control Sheet

Checklist for Working Papers

Assessment dEomputerProcessed Information

Standard Tick Mark Legend

Audit/Project Assignment Sheet

Checklist for Understanding the Audit Assignment and Scope

Auditords Objectivity Statement

. Entrance Meeting Checklist

10 Exit Meeting Checklist

Obtain Backgroundéhformation

Organizational chart

Mission statement (if any)

Goals and objectives

Relevant policies, procedures, laws, etc.

Brief history or background of audit area.

Create archive file for information, which can be used for future audits.

Review audits fom prior years; work papers, notes, and report.

Issue an Engagement Letter

Issue City Attorney Letter

Complete the Entrance Conference Checklist

Perform Internal ContrdRisk Assessment

1. Identify atrisk areas, given the scope and objective of the audit.

2. Administer an Internal Control Questionnaire (ICQ).

3. Review the ICQ and conduct additional audit procedures (interviews, personal observations, etc.
if needed.

4. Complete Components and Principles of Internal Control Statement

5. Document your assessment of titrisk areas.

6. Ensure audit procedures are tailored to address associated risks.

Write the Audit Program.

Prepare a Planning Memorandum.

Obtain Chief Internal Auditds approval of Au

CoNorLNE

NogosrwdhE

erform Audit Fieldwork

Divide Audit Program into majasections.

Complete each individual section of the Audit Plan.

Complete a Summary Memo for each section completed.
Submit each completed section for work paper review.

Clear review points.

Continue with each section until Fieldwork is completed.
Prepare Peaintial Finding Worksheets for each potential finding.

Reportlng the Results

A.

B.
C.
D.
E.

Prepare a draft version of the Audit Report.

Crossreference the draft of the Audit Report to the work papers.
Complete the Checklist for Working Papers.

Submit working papers fqreer review.

Clear working papers review points.

IV. Concluding the Audit

A.

Issue a draft of Audit Report ©hief Internal Auditoffor review.
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City of El Paso
Internal Audit Office

Modify Audit Report accordingly.
Schedule an Exit Meeting and complete Exit Meeting Checklist.
Issue a draft copy dhe Audit Report to Auditee.
I ncorporate managementds responses
Submit the entire file to thReviewerfor final review.
Clear working paper review points.
Issue the Audit Report.
1 Post Report on Websitbttps://www.elpasotexas.gov/interreldit
9 Distribute Audit Report to each individual listed on the distribution list.
9 Distribute Audit Report electronically tdayor & Council.
Submit audit filefor Quality Assurance Program (QAP) review.
File the audit file in a secured file cabinet.
Distribute Audit survey to client.
Conducti EroHAu di t Ev al Audittdebieh s 6 and

. Update permanent file and place in filing cabinet.

n

t

he
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City of El Paso
Internal Audit Office

The following flow chart illustrates the City
Planning and | Engagement Letter | Internal Control .| Entrance Meeting
Research " issued "I Questionnaire (ICQ) " scheduled
(Planning Memo)

< h 4
\ 4
Summary
Audit Program .| Fieldwork begins | Fieldwork ends -~ Memos
developed and written " " i developed
Report Draft is
Findings are | Interim meeting .| ReportDraft is written R presented to
developed v conducted (if i i Executive
applicable) Management
< h 4
\ 4
Report Dratft is
presented to .| Client responses .| Client responses -
client during exit d are required ”| are incorporated i Final report issued
meeting into Report

A

Follow-up audit

Client Survey is - conducted .|  Audit process
issued ”| approximately 6 d complete

9 months later
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City of El Paso
Internal Audit Office

PERFORMING THE AUDIT: DETAILED GUIDELINES

Auditors performing an engagement should determine which levels of service apply to that engagement and re
to the applicable requirements and considerati@aGAS 7.02)

The Standards of Internal Auditing are the pillars upon which the practice of Internal Auditing is founded. It is the
internal audit procedures, which guide the internal auditors through the proper performance of internal auditir
This section is thereforevoted to outlining the basic criteria in the proper application of these procedures.

Annual Audit Plan

The City of EI Pasods fiscal year is September 1
with the fiscal year. The annualdit plan is based on:

Analysis of prior yearo6s financial stateme
Analysis of current Operating Budgets

A formal risk assessment using a weighted average calculation

Federal, state and other authoritative body requirements

Audit areas to be covereg bxternal auditors

Expectations of Senior Management and other Stakehdlt®r2010.A2)

Al ignment with the City of EI Pasods annua
Auditor judgment

E R N

When the audit plan is completed, it is submitted tdsihancialOversight and AudiCommittee The plan should
be coordinated with the work of external auditors to avoid duplication of efforts.

The audit plan will also include budgeted time for Special Requests, Office Administration, Vacation, Holiday an
Sick Leave, and Training and Siexrs.

Guidelines for reporting individual time, accruing leave, holidays and other attendance policies are addressed in
Internal Audit Office General Policy section of this manual.

In charge assignments are usually made at the time that the AamdiaPlan is prepared but these are subject to
change. Staff assignments are made based on staff availability, areas of expertise and the ndledjédr on
training (GAGAS 8.88 IIA 2030)

Auditor Objectivity Statement

1 GAGAS Standard numberIB st e s | &l anatteré relating to th6AGAS engagementudibrs and
auditorganizatios must be independefrom an audited entity 0

f The Institute of Internal Audit (1| Ajsth&e¢an mgaatial,d n
unbiased attitude and avoid conflict of interest

Accordingly staff assignments need to be made so that potential and actual conflicts of interest and bias are avoi
Each auditor should report to the Chief Internal Auditor a@magon in which a conflict of interest or bias is present
or may reasonably be inferrd@6AGAS 320, 3.27, 3.107; 1A 1120, 1130.A1 1130.A2, 1130.C1, 1130.C2)

During each fiscal year, each auditor should complete a Cooflibiterest Statement andudng any audit
engagement, each auditor should complete an Auditor Objectivity statement. If there are no conflicts of intere
this should also be documentelthe annual Conflict of Interest Statements also requests that each employee affirn
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City of El Paso
Internal Audit Office

that theyar e f ami |l i ar with and in compliance with th
independence (GAGAS 5.Q9The Conflict of Interest Statemenmtill be maintained in the Internal Auddf f i c e 6
Quality Assurance Manualind the Objectivity tatements will be placed in each audit engagemen{GilEGAS

3.20, 3.27, 345, 3.64, 3.107,5.09; 11A 1120). The Government Auditing Standards list the following examples of
threats to independen(@AGAS 330):

a. Selfinterest threat the threatthatb i nanci al or ot her i nterest wi |
judgment or behavior;

b. Selfreview threat the threat that an auditor or audit organization that has provided nonaudit services will
not appropriately evaluate the results of previpualgments made or services performed as part of the
nonaudit services when forming a judgment significantGA&AS engagement

c. Biasthreai the threat that an auditor will, as a result of political, ideological, social, or other convictions,
take a psition that is not objective;

d. Familiarity threafi the threat that aspects of a relationship with management or personnel of an audite
entity, such as close or long relationship, or that of an immediate or close family member, will lead a
auditor to t&e a position that is not objective;

e. Undue influence threat the threat that influences or pressufesm sources external to the audit
organizatiorwill affectan audi t or 6 ®bjeatibeijudgmengs; t o mak e

f. Management participation threatt he t hr eat that results from
management or otherwise performing management functions on behalfaafditedentity, which will
lead an auditor to take a position that is not objedti¥e2120.C3) and

g. Structural threaf t he t hr eat t hat an audit organi zati o
combination with the structure of the government entity being auditechffeititthe audio r gani z a't
ability to perform work and report results objectively.

Auditors should exercise professional judgment in making a determination when evaluating threats to independe:
(GAGAS 332). Auditorsshould determine whether identified threats to independeaat an acceptable level or
have been eliminated or reduced to an acceptable(lB¥¢bAS 346). In cases where threats to independence are
not at an acceptable level, the auditor should document the threat identified and the sadpgliaddeliminate

the threats or reduce them to an acceptable.|6BAIGAS 332)

When threats to independence are so significant that they cannot be eliminated or reduced to an acceptable |
through the application of safeguards; the auditor should dediperform a prospective audit or terminate an
audit in progressGAGAS 360). If a threat to independence is identified after the audit report is issued, the Chief
I nternal Auditor should evaluate t he tIhthechidflaternai mp
Auditor determines that the newly identified threat had an impact on the audit that would have resulted in the au
report being different from the report issued had the auditors been aware of it, comimmumédbbe madein the

same manner as that used to originally distribute the report to those charged with governance, the appropr
officials of the audited entity, the appropriate officials of the organizations requiring or arranging for the audits, ar
other known usss, so that they do not continue to rely on findings or conclusions that were impacted by the thre:
to independence. If the report was previously posted tmtbmal Audit Officewebsite, thénternal Audit Office

will remove the report and post a pabiotification that the report was removed. Tlgief Internal Aiditor will

then determine whether to conduct additional audit work necessary to reissue the report, including any revis
findings or conclusions or repost the original report if the aduiti@udit work does not result in a change in
findings or conclusion§GAGAS 334; 11A 2421)
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Internal Audit Office

Audit Programs

Audit programs shall be the basis on fieldwork to be performed. They should take into consideratiormiioe 11A
GAO Performance Standardéwudit programs may be written formally or informally. The nature of the audit will
determine the kind of audit program that needs to be written. Long, involved, and complex audits require formal
written audit programgGAGAS 8.33

Small, routineaudits can follow the same general framework of a formal audit program, but focused on the specif
issue being audited.

The Internal Audit Office has a wide variety of professional literature that provides sample audit programs. Audit
judgment and thexpertise of other auditors are also valuable resources when writing and audit program. Tt
objectives of the audit shall be kept in mind when writing the audit program.

The Formal Audit Program

The Internal Audit Office uses a standardized audit amgmhich can be used on different types of audits. The
audit program has signoffs and spaces for working paper references

The formal audit program should contain the following elements:
Objectives What are the objectives of the audit assignment. Refénre audit assignment sheet.

References Reference materials of the Internal Audit Office.

Planning Steps to help plan the audit. Examples: issue engagement dattemnduct entrance
conference.

Fieldwork  Steps to achieve the audit objectives. rBghes: testing of attributesnd documentation of
interviews with personnel.

Reporting  Reporting the audit results. Examples: completion of Potential Audit Findings Worksheet.

The Informal Audit Program

When a formal audit program has not been wrjttlrtumentation of the audit procedures performed will be found
in the Summarpema’s located in the testing section of thedit folder. Remember that all audit workipapers
require documentation of the audit procedures performed.

Performing the Audit: General Guidelines
There are seven simple steps involved in performing an internal audit:

Planning the audit

Contacting the client

Risk Assessment (ICQ)

Risk Assessment

Performing the fieldwork

Preparing audit work papers
Maintainingon-goingcommunications with the client

NogoswdhrE

43



1.

City of El Paso
Internal Audit Office

Planning the Audit

Auditors must adequately plan and document the planning of the work necessary to address the audit object
(GAGAS 8.01). Whenplanning an audit ask yourself:

Why am | doing this audit?

Did someoneequest the audit?

Is it part of the annual pl&n

What are the expectations of senior management and other stakeholders?

Is it a compliance audit? Who is the authoritative body?

Where can | find the laws, regulations and/or policies | need to test f@liaoce?

Is this an operational audit?

How can | take the operations and separate them into specific identifiable functions to be tested?
How can | use technologyased audit tools and other data analysis techniques?

Who will be affected by this audit?

Whowill | need to talk to regarding this audit?

Who can provide me with information regarding this audit?

What kind of records am | going to need to examine?

Where can | get these records?

Will there be a time lag between the time | request the recordsianidie | receive them?
What kinds of audit procedures will | need to perform to meet the audit objectives?

E R N T T I I I B B B |

Complete the following checklists:

1 Understanding the Audit assignment and Scope
1 Checklist for Working PapersPlanning

Contacting the Client

This is a critical part of the audit. It is important and extremely beneficial that the first contact be a positiv
one for everyone involved. All audits will require the use of an audit engagement letter to formally accomplis
this task. An engagemenietter communicates an overview of the planned objectives, scope, methodology,
and timing of the audit to management of the audited entity, those charged with governance, and requestor
applicable (GAGAS8.20, 8.23)

Risk Assessment Internal Gmol Questionnaire

The auditor should perform a risk assessment to determine if internal controls are functioning as intended
management. This risk assessment should provide the auditor with a determination of whether the risk le
is High, Medium o Low. The initial step should involve the use of a basic internal control questionnaire to
identify areas with a potential medium or high risk to determine if they are functighAint220.A3).

Principles of Internal Control Documentation

If internal control is significant to the audit objectives, auditors determine which of the five components o
internal control and underlying principles are significant to the audit objectives, as all components of intern
control are generally relevanbut not all components may be significant to the audit objectives. This
determination can also identify whether specific controls are significant to the audit objeChigessessment
oftheaudé e 6s i nternal contr ol BketCampanentsvandlPtincigles of thteroall m
Control Statement ChecklisDetermining which internal control componeatsd principles and/or specific
controls are significant to the audit objectives is a matter of professional judgement. (GAGAS 8.42)
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Risk Assessmermocumentation

The auditor should document threernal Control Structure Assessment anddberall Risk Assessment of

the area being audited or revieweklditors should assess significance and audit risk and apply these
assessments idefining the audit objectives and the scope and methodology to address those objective
(GAGAS 1.22, 8.05, 8.38 The methodology describes the nature and extent of audit procedures for gatherin
and analyzing evidence to address the audit objectivest Atmiedures are the specific steps and tests
auditors perform to address the audit objectives. Auditors should design the methodology to obtain reasona
assurance that the evidence is sufficienlatsiormmd a
relation to the audit objectives and to reduce audit risk to an acceptablé @&\VEIAS 8.06 8.113a8.99

Auditors should assess audit risk and significance within the context of the audit objectives by gaining &
understanding of the:

1 Nature and profile of the program and user nE€dsGAS 8.36

1 Design and implementation of internal contrdBAGAS 8.39 8.49

1 Design and implementation of information system contt@KBGAS 8.59t0 8.67)

1 Legal and regulatory requirements, contyatvisions, grant agreements, potential fraud and abuse
(GAGASS8.119, 8.38a, 8.68, 8.Y1
Impact of ongoing investigation and legabceedingsGAGAS 8.29
Results of previousngagementSJAGAS 8.30

E

Performing the Fieldwork

Performing the fieldworks the core of any audit. When time and thought have been given to steps one an
two, performing the fieldwork becomes much easier. Audit procedures will vary with eachtaoditver

if you organize and document your work, document interviews wiéimtsl or other appropriate personnel,
maintain a record of exceptions noted, and work to resolve exceptions as you progress through the audit,
will be more efficient and effective.

Preparing Audit Working Papers

If the work has been well planneadient communications have been constructive, and the audit work has been
documented, then preparing the working papers is only a matter of organization, communication, mechani
and time.

Preparing working papers involves organization of what has glbsssh documented, communication of what
has been done and your conclusions, the mechanics of referencing and other good working paper technic
and whatever amount of time takes to bring it all together.

Audit working papers are a critical audit produdVorking papers must support the audit report. They must
be neat and organizeWork papers should hagefficient appropriateetail to enable an experienced auditor,
having no previous connection to the engagement, to understand from the docomématiature, timing,
extent, and results of procedures performed and the evidence obtained and its source and the conclus
reached, including evidence that suppo(GAGStB,e a
7.34 8.77,8.12 8.102, 8.109 8.132. It is necessary to refer to working papers from prior audits, and this is
easier done when the work is well documented. When our office undergoes peer review, our working pap
will be examined as part of a comprehensive evaluation of the quality ofpnarided by the office.
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Step 1 Analyze the objectives and purpose of the audit assignment.
1 Understand the assignment (Interviews and checklists)
9 Establish audit scope (Interviews and checklists)
Step 2 Gather facts about the audit area.
1 Gather lackground data on the audit area (Permanent files and questionnaires)
9 Gather background data on similar audits (Reports, working papers, and interviews)
9 Visit the audit area (Flowcharts, questionnaires, and interviews)
1 Interview key audit area persontfiiterview and questionnaires)

1 Organize the facts that have been collected (Indexingfcedsencing, problems, and
guestionnaires)

Step 3 Identify potential control weaknesses and perform risk analysis.

=

Identify risks (List of common risks and riskenarios)

=

Identify vulnerabilities (Risk matrices)
1 Estimate the magnitude of vulnerability (Risk analysis formula and vulnerability ranking)
9 Select audit risks (Vulnerability ranking)
Step 4 Identify potential sources of information that could be ussaudit evidence(GAGAS8.77)
1 Document the application flow (data flow diagram)
1 Identify evidence on document flow (Data flow diagram)

1 Identify and document audit evidence (Data flow diagrams, data dictionary, record layouts, an
physical specimens)

Step 5 Write detailed audit objectives. The characteristic of a good audit objective include: (1) the area covere
by the audit objective, (2) a detailed and measurable goal to be accomplished, and (3) criteria for measur
the success of the objectiif@AGAS 8.07):
9 Identify audit objective to accomplish the audit assignment (Checklist)
1 Document the audit objectives (Audit program worksheet)
Step 6 Schedule and staff the audit.

i Establish a tentative audit schedule

1 Provide sufficient staff and resaes to accomplish the stated audit objectives
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Step 7Develop an Audit Program. The program defines how the audit objectives are to be accon(@isGAG
8.03,8.33 1lA 2240, 2240.A1, 2240.01

1 Identify the tests and procedures required to accomgdish audit objective (Audit judgment)
1 Identify the resources required to accomplish each item (Awjdidgment and experience)
1 Document the audit work program (Audit program worksheet)

8. Maintaining OnGoing Communications with the Client

Althoughthis is actually a part of performing the fieldwork, because it is such a critical element of a successfi
audit, it is a separate step. Communicate with the client. Appropriate intervals for client contact will deper
on the nature and duration of thedit. Notify clients as soon as possible when an exception is noted. If you
are unsure about how and when to contact clients talk to your supervisor.

Notifying the client in a timely manner:

1. Gives them an opportunity to provide you with informatiomesolve the exception.
2. Gives you time to fully understand the excepti
3. Keeps things above board. Open communication is effective communication.

Finally in all of your orgoing communications whi the Client, remember to:

BE COURTEQOUS
BE ATTENTIVE

BE INFORMED

BE OPENDMINDED
BE SINCERE

= =4 =8 =8 -9

We are a management tool. And we are most effective and most valuable when we can provide management
accurate and objective information.

Entrance Conference

The entrance conference initiates the audit fieldwork. The conference establishes the tone and framework ur
which the audit will be conducted. An entrance conference is the initial conference, held at or near the inception
the audit, biwveen the auditor(s) and management of the department or office being audited. The entran
conference signals the formal start of fieldwork, just as the exit conference marks the conclusion of fieldwork. A
audit should have a definite beginning ancefirite end.

The primary purposes of an entrance conference are to acquaint the appropriate area management with the
plans to get suggestions for areas needing audit coverage or emphasis, and to make administrative arrangem
The entrance confence provides the opportunity to confirm or clarify detailed arrangeméxditors should
communicate pertinent i nformation that in the au
managemen{GAGAS 6.06 8.20

Perhaps more importantlihe entrance conference provides an opportunity for the auditor(s) and the auditee(s) t
get to know each other. Properly structured and professionally conducted, the entrance conference can establis
atmosphere of trust and cooperation that showdlrén an effective and efficient audit.

Refer to the Entrance Conference Planning Checklist.
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Objectives of the Entrance Conference

The entrance conference should be designed to accomplish the following objectives:

a.

Establish Lines of Communication
The conference should define the channels through which communication will funnel during the conduc

of the audit. The auditor must determine the types of communications that need to occur during the audi
A minimum discussion should include:

1. Establid a Point of Contact who will oversee the engagem&RGAS 376)

2. Requests for access to files, documents, and other sources of information.

3. Requests for specific documents, such as invoices, personnel transaction forms, or contracts.

4. Access tcomputer files and other computer media.

5. Permission to interview personnel (Auditors generally have this authority, but it is best to request it
6. A means for clearing audit concerns and raising audit and control issues.

7. The distribution list for draftopies of the audit report.

Identify Concerns

Department management should be the primary source of information for auditing. Auditors should nc
miss the opportunity to question departmental management about areas of concern. The entrar

conference is such an opportunity.

The auditor in charge should plan to:

1. Inquire if there are specific activities or systems that he would like to have auditors review and, i
so, why?

2. Inquire of the audited department head to identify areas withidthgp ar t ment 6 s s ph
that have been of concern to senior management.

3. Inquire of the audited department head to identify areas in which the department is experiencir
losses or having problems.

4. Inquire for access to any information indicatofigsatisfaction with services or products.
Obtain the Support of Audited Area Management and Staff

The entrance conference provides the opportunity to build a cooperative relationship with the people
the audited area.

The audit office should reqggemanagement assistance regarding documentation issues and to assist

answering questions to provide the auditor with an understanding of the transactions, procedures
processes under audit.
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You should plan to explain the purpose and objective oftitit process. You should stress that the
department head or director will see the audit findings and recommendations before anyone else. Tr
will also have an opportunity to review a copy of the draft report so they can provide managemer
responses pr to its final issuance.

d. Communicate Details of the Audit

Prior to the entrance conference, you should determine as clearly as possible the requests to be mad
auditee staff, consider the following:

1. Use of desks, copiers, and other physicatinee

2. Documents, files, or other, materials that you will need to use during the audit, and the length of tim
that you will need to hold these items.

3. The assistance of auditee personnel in performing certain parts of the audit.
4. Arrangements for accessdffices or other areas during narorking hours.
5. Special procedures that you expect to perform (e.g., a physical inventory).

Preparing for the Entrance Conference

The auditor in charge must initiate an engagement letter. They must personally ttentaahager to schedule
the entrance conference and otherwise prepare for the conference. See the Engagement Letter and the Ent
Conference Planning Checklist.

Audit Fieldwork

The purpose of fieldwork is to obtain sufficient, competent, relevadtuseful information to form an opinion on
the objectives of the audiiA 2310).

Internal auditors should ensure that audit work programs are adequate to meet the audit objectives and she
identify, analyze, evaluate and record sufficient informattiom ac hi eve t he e (lg428¢0r ment
Testimonial evidence may be useful in interpreting or corroborating documentary or physical information. Auditor
should evaluate the objectivity, credibility, and reliability of the testimonial evid®w®imentary evidence may

be used to help verify, support, or challenge testimonial evidéBg&AS 8.103

During fieldwork, the audit program is completed, controls are tested, and all test results are documented. T
results are quantified, areas aihcern are developed, and final conclusions are summarized for communication tc
management.

Audit Working Papers

As sections of the working papers are completed, thodmnge auditor is responsible fembmitting completed
sections to theeviewer assigned to the project. Once test work is completed and the conclusions are written, tl
Potential Findings are prepared andrigort draft is written.

1. Introduction

Wor king papers document t he audTheyohel@te suppersfindings, pr
recommendations, and to prove that the examination was conducted in accordante imidrnational
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Standards for the Professional Practice of Internal Auditamyl in accordance with the United States
Government Accountdlity Office Generally AcceptedGovernment Auditing Standard&AGAS). Any
departures from the GAGAS requiremesitmuld be documentezhd the impact on the engagement and on
the auditorso6 conclusions when the engagement i
due to law, regulation, scope limitations, restrictions on access to records, or other issues impacting the au
This applies to departures from unconditioreuirements and from presumptively mandatory requirements
when alternative procedures performed in the circumstances were not sufficient to achieve the objectives
the requiremeniGAGAS 2.19 9.20. Whenauditors do not comply with all applicable GAGAS requirements,
they should include a modified GAGAS compliance statement in the audit report. For performance audit
auditors should use a statement that includes either (1) the languag8& &S 9.03 modified to indicate the
requirements that were not followed or (2) language that the auditor did not follow GA&B¥FAS 9.05.

When auditors use information provided by officials of the audited entity as part of their evidence, they shou
determine what thefficials of the audited entity or other auditors did to obtain assurance over the reliability
of the information. The auditor may find it nec:
assurance or perform direct testing of the informatn . The nature and extent
depend on the significance of the information to the audit objectives and the nature of the information beir
used GAGAS 8.93. If auditors believe that it is likely that sufficient, appropriatedence will not be
available, they may revise the audit objectives or modify the scope and methodology and determine alternat
procedures to obtain additional evidence or other forms of evidence to address the current audit objectiv
Auditors shouldalso evaluate whether the lack of sufficient, appropriate evidence is due to internal contro
deficiencies or other program weaknesses, and whether the lack of sufficient, appropriate evidence could
the basis for audit findingsGAGAS 8.79, 8.11)

The quantity, type and content of working papers depend upon the requiremehés particular audit
assignmenand are a matter of t heGASASBI13)o Auditersshatl prépares s i
work papers in good form with proper attentiodayout, design, legibility, headings, explanation of sources,
and verification of work performed. They should reflect a conscientious attention to detail, while maintainin
a clear distinction between the important and trivialuditors should document éhwork performed and
evidence obtained to support significant judgments and conclusions, including descriptions of transactions &
records examined (for example, by listing file numbers, case numbers, or other means of identifying speci
documents examed, but copies of documents examined or detailed listings of information tifrase
documents are not requiredpAGAS 8.13%.)

To give the reader a basis for judging the prevalence and consequepoentiélfindings, auditors should,
asappropriate, relate the instances identified to the population or the number of cases examined and quan
the results in terms of dollar value, or other measures. If the results cannot be projected, auditors should il
their conclusions appropriate fGAGAS 9.21)

Any information of sufficient value to warrant inclusion in the working papers merits a complete sheet of pape
with a descriptive heading. Only one side of a sheet of paper is to be used; this prevents the overlooking
material recordedrothe back of the paper. Leave space at the bottom of each working paper for adde
comments by revieweend for any other data that may be added later. Working papers should be prepared
a systematic method apdoperlyreviewed

Working Paper Faparation Standards

There will be one Audit File for each audit. This one file will include the following:

1 Audit Report

1 Engagement Assignment

1 Audit Program

1 Planning (Includes Internal Contrigisk Assessmet
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Fieldwork (Includes Assessment GomputerProcessednformationi GAGAS 8.99
Findings

Management Responses

Entrance Conference

Exit Conference

Correspondence (If required)

Interviews (If required)

=4 =4 =8 =4 -4 -4 A

The following should be observed when preparing working papers:

Proper Identification

Everyworking paper must be properly identified.

A heading which includes City of El Paso, Internal Audit Office, the remdenumbeof the audit and a descriptive
title or purpose of the information presented must appear on every page of the working papers.

Example:
City of El Paso
Internal Audit Office
Name of AuditA201301
Description of Work Paper (i.e., Background Info)

Initial and Date

Every working paper should be stamped and contain the name or initials of the preparer, the date, and nam
initials of the reviewer. This information should be placed in the lower-hightl corner of each working paper.

Example:

Date: Prepared by: Working Paper
No.

Date: Reviewed by:

Sourceand Purposef Data

The sourceand purposef data presented on each working paper should be clearly stated and placed at the bottc
of the document from which this information was obtained. If the document was supplied and prepared by tl
client it should be clearly stated as such. If multiple sesiiare referenced in a working paper, the source that
supplied the information for each topic in the working paper should be identified to ensure that findings can |
supported and verified.

Conclusion

Where warranted include a brief conclusion whicimsiarizes the work performed and include a reference which
describes whether the audit objective was met and whether there are exceptions to the tests or work performed
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Update the Audit File

When a change affects a number of working papers, it shoglarbed through so that each working paper reflects
the more current information.

OddSized Papers

The auditor should attempttoreduce®dd zed paper s, t hose -sitedpgapes sheuldibe t
taped onto 8 | 0 ixdelnltoi fpiaepde,r ,a npdr oipred d xye d . I f mul t
sheet of paper, each page should be numbered. It is suggested that tisisedqolapers be attached such that the
information can be read from left to right without having to tinenfolder around.

Additional Information

Mi scell aneous notes, documents and memos, whaiwahy oar
folder to be discarded upon the completion of the audit. Only include the information thatsespkific testing

and documents conclusions in the audit file.

3. Working Paper Organization

Proper working paper organization will ease working paper review and improve the quality of the worl
performed.

Working Paper Referencing

All working papers rast have a working paper reference numbaéBLbE pencil in the lower righhand corner
along with the preparerdéds initials and date.

The following scheme should be used for working paper referencing:

A-1
A-11
A-121
A-2
A-3

The sectionshould be referenced from the front to the back of the file sections. For example the Audit Assignmel
Sheet would be referencedlA The next working paper section should bg, Bollowed by C1, etc.

Working Paper CrosReferencing

Crossreferencing within the same working paper should be indicated by a dettexdorn u mb e r ; nekttoe .
an item indicates that footnote fAlo0o on this page
done in BLUE pencil.

Crossreferencing between working papers will always be done in BLUE pencil. -@f@sencing should be used

for i mportant informati on, which is relevant i n s
(Avoid instances of over referang. Use a common sense relevance test).
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Tick Marks
The Internal Audit Office has a Standard Tick Mark Legangracticeto identify basic audit functions such as
footing, crosdooting, verifying calculation, tracing to the Statements of Accouat, @se these tick marks if they

apply; otherwise design your own tick mark. All tick marks should be in Blue pencil.

Binding, Labeling and Filing

All working papers will be thre@ole punched for inclusion in the working file (usually-arfy binder)and storage
folder (usually ébrown pressboard folder).

Storage folders should be labeled with an audit titte. The Chief Internal Auditor assigrtglasidit

Folders are filed bglphabeticabrder.
4. Additional Working Paper Requirements

a. All calculations should be recalculated

b. All schedules should be footed and crssted

C. Each audit procedure performed should include a brief narrative summarizing the results.
d. Source and purpose shall be clearly identified using BLUE pencil, itiigblighter.

e. RED pencil is reserved for revieweros no

5. Common Working Paper Deficiencies

a. Source and/or purpose are not clear for every working paper.
b. Each page in a working paper is not initialed and dated.
C. Crossreferencing is not complete. €éBsure to crosseference the audit findings and audit

report to the working papers).
d. All supporting documents are not referenced.
e. There are no tick marks to indicate the performance of standard audit procedures.
6. Review of Working Papers
Audit docunentation is an essential element of audit quality. The process of preparing and reviewing aud
documentation contributes to the quality of an audit. Audit documentation serves to (1) provide the princip

support for the aud iintcandustidg andesypervising the(a@djt, ana (3dalloa todthet
review of audit qualitf GAGAS 8.137. All audit working papers should be reviewed to ensure that they

properly support the audit report, &andtoensuretdatyall t h
necessary auditing procedures have been performed. The inéigal of working papers is an integral part
of the quality assurance of the officebds wor k.

maintainedand that adequate supporting documentation is present. Using red ink or red pencil the review
must initial and date each working paper as the review is comglete2B40).
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There are various types of reviews performed on working papersolldwing is a breakdown of the review
process:

Thepreparer should review all his/her work to ensure that the working papers adequately document th
results of the applied tests, that the results are clearly and concisely recorded, and that all supporti
documents are logically organized. Once the planning pifdbe audit is complete, the preparer should
meet with the Chief Internal Auditor for tipeeliminary review.

The Chief Internal Auditor will conduct thgreliminary review. This review includes all working
papers related to the planning phase ofwtita An internal control risk assessment should be completed
as well as the audit program. The Chief Internal Auditor will also review the Detailed Time Budget for
the audit. Once thegreliminary review is complete, the Chief Internal Auditor will retuthe working
papers to the preparer for clearing of the review notes. After all review notes have been cleared, the aL
program has been approved and the Detailed Time Budget has been agreed upon, fieldwork can begit
After the fieldwork is done, peer reviewoccurs. The peer reviewer conducts a detailed review of the
working papers related to fieldwork. All schedules should be footed andfooied. Calculations
should be recalculated and tick marks should be explained.pdrereviewer ensues that all audit
testing is properly summarized and correctly cre$srenced. Thpeer revieweralso ensurethat audit
objectives have been met and that working papers support the assertions made in the Summary Mer
and in the Potential Finding Wollksets. When thepeer reviewis completed, the working papers are
returned to the preparer for clearing of reviestes(l1A 2310, 2320 2330Q.

The complete set of working papers, with a draft copy of the audit report, should be given to the Chie
Intemal Auditor or AuditSupervisorffor thefinal review. All peer reviewshould be documented before

the date of the audit report, of the evidence that supports findings, conclusions, and recommendatic
contained in theaudit report (GAGAS3.133,8.13%). The final reviewer should review each audit
program step to ensure that the step was performed to the extent planndihalTiteeiewer should
review the audit report to ensure that the report is adequately supported by the working papers, anc
crossreferenced, objective, clear and concise. After all final review notes have been cleared, an e»
conference is scheduled with the client to review and discuss the audit report.

Exit Conference

After the audit report and working papers have been reviewed, the auditor contacts the client to schedule an t
Conference. The auditor may choose to provide the potential audit findings to the client prior to the Ex
Conference. Allissues discuss#d:oncerns addressed in this meeting are documented and includedarking
papers. The Chief Internal Auditor and all auditors who patrticipated on the audit attend the meeting.

Upon conclusion of the Exit Conference, the auditor requests thdigthierespond, in writing, to each of the audit
recommendationGAGAS6.57,6.58 Responses to audit recommendati or
corrective action, the person responsible for implementing the recommendation, and the daientheéllaloe
implemented. The client should be givetdwor ki ng days to generate this 1
is received, it is included in the audit rep@AGAS 6.59. Any comments are included in the working papéirs.

the audited etity refuses to provide comments or is unable to provide comments within a reasonable period of tim
the auditorshouldissue the report without receiving comments from the audited entity. In such cases, the audito
should indicate in the report thakthudited entity did not providemments. (GAGA$.60

Issuance of Formal Audit Report

The formal audit report is issued after the review is complete and management has properly addressed
recommendations made in the report draft.
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Definition of aFormal Audit Report

For purposes of this policy, a formal audit report is a written report of the results of any internal audit activity
including recommendations for i mprovement , Finahcialany
Oversght and AuditCommitteg(llA 2130, 241Q 2450Q.

Criteria for Issuance of a Formal Audit Report

If the reviewed activity meets any one of the following conditions, a formal audit report probably will be issued:

1. Significant deficiencies and materimkaknesses in internal controls were identified

2. The findings suggest theft, fraud, illegal acts, or other violations of State or Federal Laws.

3. Noncompliance with provisions of contracts or grant agreements that have a material effect on the subj
matier.

4. Abuse that is material to the subject matter.

5. The subject matter warrants the attention of those charged with governanembens of thé-inancial
Oversight and AudiCommitteerequest the audit.

6. The findings providen opportunity to report on exceptional management, efficiency, and effectiveness.

Executive Summary

The purpose of the Executive summary is to provide the reader with a summary of the significant observatio
presented in the related audit report.islusually prepared when the draft copy of the report is prepared and is
subject to final review.

Report Conclusion

Auditors should report conclusions based on the audit objectives and the audit findings. Report conclusions
logical inferences abouhte pr ogram based on the auditorsoé findi
strength of the auditorsdé6 conclusions depends on |
findings and the soundness of the logic used to fatauhe conclusions. Conclusions are more compelling if they

|l ead to the auditorsodé recommendations and convinc
(GAGAS9.19

Report Distribution

Audit reports will be distributed to tHellowing officials charged with governance
FinancialOversight and AudiCommittee

City Manager

ApplicableDeputyCity Manager

Applicable Department Head

Electronically to Mayor & Council

Others, as appropriate

=A =4 =4 -8 -8 -9

Audit reports are posted on the Internal Audit website for public vigtps://www.elpasotexas.gov/internal
audifauditdocumentsand are safeguardedn t he depart ment dés directory

If, after thereport is issued, the auditors discover that they did not have sufficient, appropriate evidence to supp
the reported findings or conclusions, they should communicate in the same manner as that used to origin:
distribute the report to those chargethvgovernance, the appropriate officials of the audited entity, the appropriate
officials of the organizations requiring or arranging for the audits, and other known users, so that they do n
continue to rely on the findings or conclusions that were mgparted. If the report was previously posted to the

Internal Audit Officewebsite, the auditors should remove the report and post a public notification that the repo
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was removed. Th€hief Internal Aiditor should then determine whether to conduct amditiaudit work necessary
to reissue the report, including any revised findings or conclusions or repost the original report if the addition
audit work does not result in a change in findings or conclus{G#GAS 9.68 |IA 2421)

Separate Reports

A Memorandunor aManagement Letteas utilized to report on issues that are reported separately from the audit
report
1 Certain information may be classified or may be otherwise prohibited from general disclosure by
federal, state, or local laws or regulago In such circumstances, auditors may issue a separate,
classified or limited use report containing such information and distribute the report only to person
authorized by law or regulation to receivé@(AGAS 9.65). If aseparate issus being reported due
to security concerns @an investigationareference will be made about the separate communication
either within the audit report or in a separdiemorandum(GAGAS 9.3])
1 Separate issues not deersahificant ormaterial enough to lreported in the audit pert are reported
in a Management Lettevithout a reference to the separate communica{®AGAS 9.34, 9.38
1 If an audit is terminated before it is completed and no audit report is issued, auditors should docume
results oftheir work to date and why it was terminatt@dAGAS 5.25

Audit Debrief

At the conclusion of an audit, auditfollemp,or Speci al Request Project (SRP
to schedule an audit debrief with the Chief Internal Audited audit team to discuss the overall management of
theaudia nd t o c eohAlditEvaludiida® tems for discussion include but are not limited to areas that
functioned as planned, areas that were inefficient and others areas that shouktiferrfoture engagements.
Please refer to the audit debrief forms.

Client Surveys

From: Employee

Sent: Thursday, August 21, 2014 8:29 AM
To: Research & Management Assistant
Subject: Request of Survey

Good Morning,
Would you please create a sunfey HOTAHilton Garden Inn El Paso/University A2014090 Thank you.

The InternalAudit Office utilizes Survey Monke&® to send Client surveyslhe purpose of surveys are to:
9 Assess the efficiency and effectiveness of the Internal Abffiite.
9 Identify opportunities, ideas and counsel for improving the performance of the Internal Audit Office.
1

Provide an opinion as to whether the Internal Audit Office provided a value added service to clients durin
audit engagements.

The following step are to be utilized by auditors to request and send Client surveys:

1. Sendan email to thé-inancial Research AnalyftRA) requesting a survey with the title of thaditproject
and theauditproject number.
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2. FRAwill then respond with an email that includes the template survey with the Email Link along with any
further instructions

From: Research & Management Assistant

Sent: Monday, August 25, 2014 9:24 AM

To: Employee

Subject: HOT-Hilton Garden Inn El Paso/University A2014 -09

Pl ease see below as per your request. Also dondt forge
you would pleaselind copy me and the Lead Auditor on your notices that you send out. Thank you.

Dear Mr./Ms:

The Internal Audit Office at the City of El Paso is requesting your
assistance in completing our Quality Service Survey at the
following link (https://www.surveymonkey.com/s/6ZJ693R).

The purpose of the survey is to:

1. Assess the efficiency and effectiveness of the Internal Audit
Office.

2. |dentify opportunities, ideas and counsel for improving the
performance of the Internal Audit Office.

3. Provide an opinion as to whether the Internal Audit Office
provided a value added service to your department during the
recent audit engagement.

Please complete the online survey on or before

Your response will be kept entirely confidential. Without identifying
specific respondents, a summary of the responses will be shared
with the Financial Oversight and Audit Committee and the Internal
Audit Off i c e 6s ma n a g Ehank gou fortyeuaaonstructive
comments.

Sincerely,
The Internal Audit Office

57


https://www.surveymonkey.com/s/6ZJ693R

City of El Paso
Internal Audit Office

3. The template will need to be revised by performing the following:

- Add the recipientds name. I f there is more

to be created for each recipient.

- A Arespond byo date wil!/ need to be added &
it will be sent out.
Dear Mr. John Doe Recipient
The Internal Audit Office at the City of El Paso is requesting your
assistance in completing our Quality Service Survey at the
following link (https://www.surveymonkey.com/s/6ZJ693R).
The purpose of the survey is to:
1. Assess the efficiency and effectiveness of the Internal Audit
Office.
2. Identify opportunities, ideas and counsel for improving the
performance of the Internal Audit Office.
3. Provide an opinion as to whether the Internal Audit Office
provided a value added service to your department during the
recent audit engagement.
Please complete the online survey on or before MM/DD/YYYY. < Respord By Date

Your response will be kept entirely confidential. Without identifying
specific respondents, a summary of the responses will be shared
with the Financial Oversight and Audit Committee and the Internal
Audit Off i c e 8s ma n a g Ehank you fortyeua aonstructive
comments.

Sincerely,
The Internal Audit Office

4. A Acl ean email 06 with just the survey
theFRA and the Auditofll . = —— =
B Times NewR - 1 A A - 8 @ a g

Recepient

RAMA; LeadAuditor

Pension Fund/Accounts Payable Review P2

Dear Ms. Recipient:

The Internal Audit Office at the City of El Paso is requesting your assistance in
completing our Quality Service Survey at the following link
(https://www.surveymonkey.com/s/66YV92C)

The purpose of the survey is to:
1. Assess the efficiency and effectiveness of the Internal Audit Office.

2. Identify opportunities, ideas and counsel for improving the performance of the
Internal Audit Office.

s Blidadpyihng t h e r
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5. If there are no responses in a week after the survey was sent outfithrerani n d e should bersent to
the recipient and thERA. /

From: Employee

Sent: Monday, August 25, 2014 9:24 AM

To: Recipient

Bee: REMA

Subject: HOT-Hilton Garden Inn El Paso/University A201409 Survey Reminder

Dear Ms. Recipient
The Internal Audit Office at the City of El Paso is requesting your
assistance in completing our Quality Service Survey at the

following link (https://www.surveymonkey.com/s/6ZJ693R).
The purpose of the survey is to:

1. Assess the efficiency and effectiveness of the Internal Audit
Office.

2. Identify opportunities, ideas and counsel for improving the
performance of the Internal Audit Office.

3. Provide an opinion as to whether the Internal Audit Office
provided a value added service to your department during the
recent audit engagement.

Please complete the online survey on or before MM/DD/YYYY.

Your response will be kept entirely confidential. Without identifying
specific respondents, a summary of the responses will be shared
with the Financial Oversight and Audit Committee and the Internal
Audit Off i c e 6 s ma n a g Ehank you forty@uacaonstructive
comments.

Sincerely,
The Internal Audit Office

6. After the two week period, the survey will be closed byRR& and all surveys, if any, will be emailed to the
employee, Auditofll and Chief Internal Auditor.
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The followingtable can be used for ease in finding the appropriate form and templateviolegeerforming audit
procedures. Refer to the copy of the form at the FORMS section in this manual and use the appropriate templat
create a working copy for your particular audit procedure.

Cross Reference Guide for Audit Procedures, Forms andlaasp

Audit Procedure Form Page no.

Planning Assignment Sheet 83
Planning Audit Control Sheet 84
Planning Audi tords Objectivity Stat 86
Planning Entrance Meeting Checklist 88
Planning Entrance Meeting Agenda 89
Planning Components anBrinciples of Internal Control Statement 90
Planning Internal Control Questionnaire 91
Planning Internal Control Structure Assessment 103
Planning Internal Control Risk Assessment 105
Planning Checklist for Understanding the Audit Assignment and Sco 106
Planning Planning Memo 107
Planning City Attorney Letter 112
Planning Engagement Letter 113
Fieldwork Audit Program 116
Fieldwork Exit Meeting Checklist 124
Fieldwork Exit Meeting Agenda 125
Fieldwork Summary Memo 126
Fieldwork Potential Report Findings Worksheet 127
Fieldwork Assessment of Comput@rocessethformation 128
Fieldwork Standard Tick Mark Legend 129
Review Quality Assurance Program Worksheet 130
Review Working Paper Review Points 133
Review Checklist for Working PapersPlanning 134
Review Checklist for Working PapekrsFieldwork 136
Review Checklist for Working PapersReporting 140
Reporting Audit Report Cover Sheet 142
Reporting Audit Report 143
Reporting Management Letter (If Applicable) 149
Other End-of Audit Evaluations 151
Other Audit Debrief 159
Other Client Survey 56
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The Internal Audit staff will properly document all engagements accotdlitng Standards. All Audit Engagement
files will contain, but are not limited to, the following:
Quality Assurance Program Worksheet
Audit Control Sheet
Checklists for Working Papers (Planning, Fieldwork, Reporting)
Assessment of Comput@rocessethformation
Standard Tick Mark Legend
Audit Report
Project Assignment Sheet approved by the Chief Internal Auditor
An Audit Program approved by the Chief Internal Auditor
Planning Memo
Components and Principles of Internal Control Statement
CompletedRisk Assessment
Copy of Engagement Lettand Letter to City Attorney
Entrance Meeting Checklist, Agenda, and Minutes
Audi torébés Objectivity Statements
Summary Memos for each of the main sections of the Audit Pro@rarg300, 2320 2330.
All Summary Memos will include:
Purposeof test
Sourceand name of all relevant information needed to complete the test
Procedureused to complete the testing
Conclusionsummarizing the results of tests, inquiries, and observations.
0 Reference to appropriate Auditggram section
Relevant work papers to support awdihclusiongIIA 2300, 2320) All work papers will include:
o Identification of audit
0 Statement of purpose.
o Statement of source of information.
o Initials of the preparer and reviewer with dates complietedach, and a working paper number (Refer
to standard stamp).
1 Potential Finding Worksheets for each finding identified in the engagement
1 Exit Meeting Checklist, Agenda, and Minutes

E R N I I e B I R B B B |

(0]
(0]
(0]
(0]

=

Work papers are to be cresferenced using the following process:

Report Finding W/S

:

Summary Memo

W/P Recons/Spreadsheet 4/

Audit Program

Supporting Docs.

Electronic documentselating to an audit engagemee always to be developed and saved idrternal Audit
drive underthe appropriate audirojectfolder.
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COMMUNICATIONS AND REPORTING

Executive and Senior Management:

The Chief Internal Auditor is responsible for communicating audit findings to the City Manager and appropriat

Senior ManagemergtlA 2440.A1, 2440.A2, 240.C3.

1 The Internal Audit staff members should develop sufficient professional judgment in any engagement to ass
the Chief Internal Auditor in reporting significant risk exposures and control issues, and other matters need
by theFinancialOversight and AudiCommitteeand senior management. The Internal Audit staff will report
these issues directly to the Chief Internal Auditor.

1 Questions concerning audit findings should be referred to the Chief Internal Auditor. Audit findings should nc
be discussed outside the Internal Audit Office.

1 Reports will follow a standard reporting format, which includes a cover sheet, an executive suamtary,
scope audit findings including applicabl e r eiongmme
and a conclusion. Report drafts are distributed to the appropriate Senior Maftagessponses to
recommendationsThe Chief Internal Auditor shall sign all reports along with Auglit Supervisor andtaff
auditor.

1 Itis the policy of internal aditing to reach agreement with affected personnel concerning the correctness of th
facts surrounding the audit findings prior to distribution of the final report. Where appropriate, corrective actio
to be taken should be ascertained and included mrefiwet. The individual responsible for the corrective action
and the key milestone dates for corrective action completion should also be included. On occasion the inter
audit staff may work with audit customers to seek the best solution to defisi@otés during the audit.

1 To assure that agreement is reached as to statements of facts, the audit results to be included in the repol
reviewed with the Division Head, Controller, or their designee who is later furnished a draft copy of the aud
report for review prior to distribution.

T The Chief I nternal Auditor is wultimately respon
Office will work with management to resolve any management concerns.

9 After the Chief Internal Auditor isatisfied that the audit report is appropriate in the circumstances, final
distribution of the report is made. Copies of the report are issued to the appropriate persbmposted on
the Internal Audit Office website n d e r RepousdliA 2420, 2440).

Reporting To Financial Oversight and Audit Committee:

TheFinancial Oversighand AuditCommitteehasfunctionalauthority of the internal audit function. They review
the status of current activities in the auwaffice, monitor the impplementation of all audit report recommendations
and responses, review the annual and Hamge audit plans, review the risk assessment methodology and its
application, and request external peer reviews every three BAGAS 5.84 IIA 2020, 2060

The Chief Internal Auditor reports quarterly to fieancialOversight and AudiCommitteeon the internal audit
activityés performance relative to its plan. Chi
issues, corporate govence issues, and other matters needed or requested by the cofhitiekl, 202Q 206Q
2110)

The Chief Internal Auditor will provide a summary of all Audit reports completed with a brief description of what
is contained in the report (scope, abjei ves, findi ngs, and)(IRdilh 2020@e60.t 6 s

Procedure for Posting of Notices/Agendas for Public Meetings

Munici pal Cl er kds of fFinangalOvessight and Audi@omiinitiek Meetingsr Theiterast |
must be sent to Municipal Clei hours in advance.
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FOLLOW -UP ON MATTERS REPORTED BY INTERNAL AUDIT

The Generally Accepted Government Auditing Standg8tandard3.30 andthe | nst i tut e of I
International Standards for the Professional Practice of Internal Aud{ffegformance Standagb00.Al)require

a post audit followup on all audit recommendations made to determine that appropriate action was taken ¢
reported audit findingsFor purpaes of followup actions on findings and recommendations, we must determine
which recommendations have been implemented, have not been implemented, are in, mogresso longer
applicable Our followrup must inclué the following Audit Standardslgmning, objectivity, fieldwork, adequate
documentationand eporting(l1A 2500).

Follow-up Structure

Summary
Follow-Up > Follow-Up > Assignment > Planning > Follow-Up > Memos &
Checklists Report Sheet Worksheet Work
Papers
I Objectivity Statements Cross Reference
I Technical Knowledge &

Competence Statements
I Planning Memo
i1 Engagement Letter

Cross Reference

Cross Reference

Work papers for followups should at a minimum contain the following,

Quiality Assurance Program Worksheet (FoHopAudit)

Follow-Up Audit Control Checklist

Checklists for FollowUp Working Papers (Planning, Fieldwork, Reporting)

Assessment of Comput@rocessed Information

Standard Tick Mark Legend

Follow-up Audit Report cross referenced to Summary Memos

Audit AssignmentSheet filled out with time and dates

Completed Auditords Objectivity Statements
Copy of Engagement Letter

A short planning memo of how the follewp will be accomplished

Internal Control Questionnaire and Assessment

Components and Principles of Internaln@ol Statement

Internal Control Risk Assessment

Follow-Up Audit Program

Summary Memos for each finding being followeol oni cross referenced to work paper support
Work papers supporting findings

=8 =4 =888 -8 8800988991

The appropriate operating senior management is responsible for the timely implementation of corrective action
items reported by internal audit, and is to keep the Chief Internal Auditor advised of the status. If there are delz
in implementing corrdove action, theChief Internal Auditorshould be notifiedmmediatelyas to the nature and
reason for the delay.

The Chief Internal Auditowill report to senior management and fieancialOversight and AudiCommitteeon
progress the organization isaking on those matters previously reported by internal alMditere progress is not
satisfactoryor management has accepted a level of residual risk that may not be acceptable to the Tiigf
Internal Auditormay consider inviting the responsibleamagement to discuss the matter with senior management
and theFinancialOversight and AudiCommittee(llA 2500, 2500.A1, 2500.G1260Q.
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The following table can be used for ease in finding the appropriate form and template to use while performir
follow-up audit procedures. Refer to the copy of the form at the FORMS section in this manual and use tl
appropriate template to create a working copy for your particular faljpaudit procedure.

Cross Reference Guide fBollow-up Audit Procedures, Fornand Templates

Audit Procedure Form Page no.

Planning Assignment Sheet 83
Planning Follow-up Audit Control Sheet 84
Planning Au d i Olyectivity Statement 86
Planning Entrance Meeting Checklist 88
Planning Entrance Meeting Agenda 89
Planning Components and Principles of Internal Control Statemen 90
Planning Internal Control Questionnaire 91
Planning Internal Control Structure Assessment 103
Planning Internal Control Risk Assessment 105
Planning Planning Memo 109
Planning Engagement Letter 114
Fieldwork Follow-up Audit Programs 123
Fieldwork Exit Meeting Checklist 124
Fieldwork Exit Meeting Agenda 125
Fieldwork Summary Memo 126
Fieldwork Potential Report Findings Workshé#trequired 127
Fieldwork Assessment of Comput@rocessethformation 128
Fieldwork Standard Tick Mark Legend 129
Review Follow-up QualityAssurance Program Worksheet 131
Review Working Paper Review Points 133
Review Follow-up Checklist for Working PapeisPlanning 134
Review Follow-up Checklist for Working PapeiisFieldwork 138
Review Follow-up Checklist for Working PaperReporting 141
Reporting Audit Report Cover Sheet 142
Reporting Audit Report 146
Reporting Management Letter (If Applicable) 149
Other End-of Audit Evaluations% Audit Debrief 151, 1%
Other Client Survey 56
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The following table can be used for ease in finding the appropriate form and template to use while pesforming
SRP (Special Request Project). Refer to the copy of the form at the FORMS section in this manual and use
appropriate template to create a working copy for your particular SRP.

Cross Reference Guide fBRPProcedures, Forms and Templates

Audit Proedure Form Page no.

Planning Assignment Sheet 83
Planning Special Request ProjeControl Sheet 85
Planning Audi tords Objectivit 87
Planning Entrance Meeting Checkliglf required) 88
Planning Entrance Meeting Agend# required) 89
Planning Internal Control Questionnaire (If required) 91
Planning Internal Control _Structure Assessment 103

required)

Planning Planning Memo 111
Planning Special Request ProjeEngagement Letter 115
Fieldwork Exit Meeting Checklis{If required) 124
Fieldwork Exit Meeting Agenddlf required) 125
Fieldwork Summary Memo 126
Fieldwork Standard Tick Mark Legend 129
Review Quality Assurance Program __ Workshe 132

(Special Request Project)

Review Working Paper Review Points 133
Review Checklist for Working PapersPlanning 135
Review Checklist for Working PapersFieldwork 136
Review Checklist for Working PapersReporting 140
Reporting SRP Memorandum 150
Other Audit Debrief 159
Other Client Survey 56
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QUALITY ASSUARANCE AND IMPROVEMENT PROGRAM

The Chief Internal Auditor is in charge of developing andintaining a quality assurance and improvement
program that covers all aspects of the internal audit activity and continuously monitor its effectiveness. Tl
program is designed to help the inter nadperaiangandto ac
provide assurance that the internal audit activity is in conformity with the Standards and the Code ¢fi&thics
1310, 1311)

To meet this goal there are three things to do. First, determine what our audit clients want and need. Second
must meet those needs on time. Finally, and perhaps most important, we must continually strive to ensure th
quality and improvement pcess is in place and is tonformancewith the Standards of the IlAand the
Government Auditing Standards

To continue to improve our audit performance and our contribution to the organization, we have adopted the pract
of sending surveys to our elitsabout theaudit process. Questions cover such topics as (1) how well we
communicated audit objectives before the audit, (2) how well auditors solicited and responded to the audit clier
ideas, (3) the breadth of the updates during the ,aait (4 how we could make to improve the overall audit
process.

External assessments, such as quality assurance reviews, should be conducted at least once every three year

qualified, independent reviewer (team) from outside the organizétianl310, 13P). The following steps

outlined by the IIA assist departmsint getting started on the external assessment:

1. Review the Standards and the Code of Ethics. Determine if there are any immediate changes needed.

2. Review the Practice Advisories, espegiatlvisories related to quality assurance.

3. Talk with internal auditors from other organizations about their experiences with quality assurance review
Obtain an understanding of how the review process might work, how to best prepare for one angaaview

selection process. IIA Chapter meetings are a good forum for this step.

4. Contact organizations that might be willing to perform the quality assurance review. Consider organizatior
like the lIIA, ALGA, accounting firms, or other consultants.

5. Obtain a proposal from at least 2 of these organizations and then select the one that provides the best value
The Internal Audit Office haschoseno parti ci pate in ALGAOGs peer revi
to assistlocal governmentaudid r gani zati ons in meeting t he The Clief e s s

Internal Auditor will communicate the results of the internal and external assessmentEitmtioal Oversight
and AuditCommittee.
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FRAUD

Internal Auditoranust have sufficient knowledge to evaluate the risk of fraud and the manner in which it is manage
by the organization, but are not expected to have the expertise of a person whose primary responsibility is detec
and investigating fraudIf 1210.A2). If during the course of performing an engagem&gnificant deficiencies;
material weaknesses; instances of fraud, noncompliance with provisions of laws, regulations, contracts, or gr
agreement s; or abuse come tthe atteritien ofghost ichargedtts govermandee n t
auditors should communicate such mattethédChief Internal AuditofGAGAS8.25. The Chief Internal Auditor

will contact the City Managerappropriate senior management memparsd applicable externalagies to
determine whether an audit or investigatiomthe suspected areas of wrongdoing is approp(i@&GAS 9.45

Characteristics of Fraud

Fraud encompasses an array of irregularities and illegal acts characterized by intentional decegdiorbe It
perpetrated for the benefit of, or to the detriment of, the organization; and by persons outside as well as inside
organization.

Periodic audit training, distribution of audit publications, and other communication methods are in placedo appri:
auditors of the nature of fraud and the control environment in which fraud may occur

Fraud designed to benefit the organization generally produces benefit by exploiting an unfair or dishonest advant
that also may deceive an outside parBerpetrators of such frauds usually benefit indirectly, since the personal
benefit usually accrues when the organization is aided by the act.

Audit activities are specifically designed in a manner, which provides review of the control environment and th
inherent potential for fraud. Audit risk analysis and audit selection is based on the degree of change and "press
in operating units. Where appropriate, financial and operating systems are tied to related accounting and repor
information to valiéite propriety.

Examples of Fraud and Related Auditing Activity

- Sale or assignment of fictitious or misrepresented assets.

Asset audits include steps to validate asset accounting and evaluate the propriety of asset purcha
transfers and disposals

- Improper payments such as illegal political contributions, bribes, kickbacks, and payoffs to governmer
officials, intermediaries of government officials, customers, or suppliers.

Certain audits (e.g., purchasing) review control environmentsrder to detect unwarranted
potential for personal benefit. Government compliance reviews includes specific control steps t
evaluate potential illegal relationships and payments.

- Intentional, improper misrepresentation or valuation of transactiesstsa liabilities, or income.

Revenue cycle, disbursement cycle, and asset audits include validation steps for proper valuati
and recognition.

- Intentional, improper transfer pricing (e.g., valuation of goods exchanged between related entjties). E

purposely structuring pricing techniques improperly, management can improve the operating results
an organization involved in the transaction to the detriment of the other organization.
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Where risks imply the need, intercompany accounting and/anattenal subsidiary audits will
include analysis of intercompany accounting and pricing. Certain government compliance audit
may also focus on the propriety of costs for interdivisional transfers.

- Intentional, improper related party transactions/itich one party receives some benefit not obtainable
in an "arm's length" transaction.

Organization control review steps in audits may be concerned with related party risk. When
specific concern is identified, audit or investigation work may be pagad.

- Intentional failure to record or disclose significant information to improve the financial picture of the
organization to outside parties.

External reporting practices are reviewed in detail by the external auditors, and internal auditor
may asist in the yeaend close external audit to support this objective. Validating the integrity of
accounting and financial reporting accuracy are common program steps in audits.

- Prohibited business activities such as those which violate governmanestatiles, regulations or
contracts.

Government compliance audits and reviews evaluate preventative and detective controls ar
related compliance under applicable laws, regulations, rules, and contracts.

- Fraud perpetrated to the detriment of thgamization generally is for the direct or indirect benefit of an
employee, outside individual, or another firm. Some examples are:

Acceptance of bribes or kickbacks.

Diversion to an employee or outsider of a potentially profitable transaction thed wormally
generate profits for the organization.

Embezzlement, as typified by the misappropriation of money or property, and falsification of
financial records to cover up the act, thus making detection difficult.

Intentional concealment @nisrepresentation of events or data. Claims submitted for services or
goods not actually provided to the organization.

Auditors will receive periodic training in the area of fraud indicators and related methods, and all auditors shou
remain aware of #npotential for fraud in all of the noted areas such as bribes, kickbacks, diversion, embezzlemer
concealment and misrepresentation. System reviews in the core business cycles (revenue, disbursen
conversion/inventory/cost, payroll/benefits, and tapmssets) will evaluate the overall control environment and
related potential for fraudulent actions to take place. When a specific concern is identified from the normal au
process or by an employee or management concern, auditors may become imvabwaitior investigative work

in these area@lA 1210.A2).

Deterrence of Fraud

Deterrence consists of those actions taken to discourage the perpetration of fraud and limit the exposure if fr:
does occur. The principal mechanism for deterring fraadntrol. Management is responsible for the maintenance
of an effective control environment. Auditors are tasked to evaluate the control environment at audited locatio
to determine the adequacy of internal control in selected systems.
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Internal auding is responsible for assisting in the deterrence of fraud by examining and evaluating the adequa
and the effectiveness of controls, commensurate with the extent of potential exposure/risk in the various segme
of the entity's operation$lA 2120.A2). In carrying out this responsibility, internal auditing should, for example,
determine whether:

- The organizational environment fosters control consciousness.

The organizational environment is considered along with other appropriate factorsrigkthe
analysis process leading to audit selection and audit program development.

- Realistic organizational goals and objectives are set.

Audit actions such as system reviews evaluate the adequacy of the total system of the interr
controls includingeview of strategic plans, annual plans, and quarterly budgets.

- Written corporate policies (e.g., code of conduct) exist that describe prohibited activities and the actic
required whenever violations are discovered.

Certain audits include evaluatiari location practices and supporting controls versus established
Standards of Business Conduct.

- Appropriate authorization policies for transactions are established.
Authorization practices are commonly audited including procedure reviews, managemen
interviewing to determine authorization expectations and detailed compliance testing to determin

authorization compliance.

- Policies, practices, procedures, reports and other mechanisms are developed to monitor activities &
safeguard assets, partatly in highrisk areas.

Audit objectives commonly include adequacy and compliance reviews of policies, procedures
reports and monitoring activities. Asset safeguarding practices are evaluated in normal intern:
control review and during assatdits.

- Communication channels provide management with adequate and reliable information.

Two-way communication and reporting is commonly evaluated, and certain information systen
audits include tests for information adequacy and usefulness.

- Remmmendations need to be made for the establishment or enhancementedffectise controls to
help deter fraud.

Whenever appropriate, potential risk/impact/effect statements in audit reports highlight irregularity
risks. All recommendations are weltt with cost justification in mind. Often the audit client is
contacted to establish cost/benefit impacts.

Detection of Fraud

Detection consists of identifying indicators of fraud sufficient to warrant recommending an investigation. Thes
indicators mg arise as a result of controls established by management, tests conducted by auditors, and ot
sources both within and outside the organization. Auditors should:
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- Have sufficient knowledge of fraud to be able to identify indicators that fraud naigatdeen committed.
This knowledge includes the characteristics of fraud, the techniques used to commit fraud, and the tyg
of frauds associated with the activities audited.

- Be alert to opportunities, such as control weaknesses, that could fedladv If significant control
weaknesses are detected, additional tests conducted by internal auditors should include tests direc
toward identification of fraud indicators with the concurrence of the QiE2120.C1)

If significant control weaknessase detected, additional tests may be performed to identify other indicators of fraud
(GAGASB8.72. All audit and investigation activity will be carefully coordinated with the approval/involvement of
theCi ty At t oramldawdEsforc@merdsappeopriate.

The Internal Auditors will review potential fraud indicators derived from fieldwork or from employee or
management contact, and work with thiegyGlanagerand/orCi t y At t o rtondetgrrdirge if fedtigatve
or further audit work is ggopriate by members of the Internal Audit Office.

Internal auditors are not expected to have knowledge equivalent to that of a person whose primary responsibilit
detecting and investigating fraud. Also, audit procedures alone, even when carviétth oue professional care,
do not guarantee that fraud will be detected.

Investigation of Fraud

Avoiding interference with investigations or legal proceedings is important in pursuing indications of fraud
noncompliance with provisions of laws, regudat$, contracts, or grant agreements, or abuse. Laws, regulations, or
policies may require auditors to report indications of certain types of fraud, noncompliance with provisions of law
regulations, contracts, or grant agreements, or abuse to law erdatceminvestigatory authorities before
performing additional audit procedures. When investigations or legal proceedings are initiated or in proce:
auditors should evaluate the impact on the current examination engagement. In some cases, it mayibgappror
for the auditors to work with investigators or legal authorities, or withdraw from or defer further work on the
examination engagement or a portion of the examination engagement to avoid interfering with an ongoir
investigation or legal proceedingsAGAS 8.28, 8.29

Investigation consists of performing extended auditing procedures necessary to determine whether fraud,
suggested by the indicators, has occurred. It includes gathering sufficient evidential matter about the specific det
of a dscovered fraud. Internal auditors, lawyers, investigators, security personnel, and other specialists from ins
or outside the organization are the parties that usually conduct or participate in fraud investigations.

When an investigation is deemed resaey, the Chief Internaduditor will confer with the @y Managerand
General Counsel leading to a decision as to the appropriate mix of internal or external resources to complete
investigation based on required expertise or competency.

Auditorsinvolved in a fraud investigation assess the probable level and the extent of fraud within the organizatic
to help ensure auditors avoid providing information to, or obtaining misleading information from, persons who ma
be involved. Ifit is determineithat internal auditors will be involved in an investigation, the Chief Internal Auditor
determines the knowledge, skills, and disciplines needed to effectively carry out the investigation. It is mo
common for the Chief Internal Auditor or a Supervisaafidger to be personally involved in the investigation to
help assure the most effective and professional results. Outside resources may be used in an internal investige
The Internal Audit Office will coordinate its activities internally and witheottomponents of government to assure
effective and efficient use of available resources.

A written program will be used to detail carefully designed procedures to attempt to identify the perpetrators, exte
techniques, and cause of fraud.
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Auditors involved in the investigations must be cognizant of the rights of alleged perpetrators and personnel with
the scope of the investigation and the reputation of the organization itself.

Once a fraud investigation is concluded, Internal Audit assessesthénfarder to:
- Determine if controls need to be implemented or strengthened to reduce future vulnerability.

- Help meet the internal auditor's responsibility to maintain sufficient knowledge of fraud and thereby b
able to identify future indicaterof fraud.

Reporting of Fraud

If the Internal Audit Office receives a credible allegation or other evidence of a significant and immediate dang
to the health or safety of people or property, the Internal Audit Office will inform appropriate indé/ekiabon

as possible, consistent with confidentiality requirementie form nature and timing of appropriate fraud
investigation communication to managemantl external partiewill be predetermined by the Chief Internal
Auditor. If applicable, the investigation will be conducted within 128-day investigation timeframe required by

the Human Resources Department.

A preliminary or final report may be drafted at the conclusion of the detection phase. The report shoultheclude
internal auditor's conclusion as to whether sufficient information exists to conduct an investigation. It should al
summarize findings that serve as the basis for such decision.

When the incidence of significant fraud has been established te@adde certainty, the City Manager will be
notified immediately.

If fraud investigation results are determined to materially affect the reported financial statement results, the Ch
Internal Auditor will advise theChief Financial Officer. Significant misstatements would be included in the
category of important control issues communicated to top management as appropriate.

Written reports are issued to communicate the results of Internal Audit involvement in the investigation phase.
will include findings, conclusions, recommendations and, where appropriate, corrective action taken.

If management fails to satisfy legal or regulatory requirements to report such information to external partie
specified in lawor regulation, the Internal Audit Oftcwill first communicate the failure to report such information

to the FinanciaDversight and Audi€Committee (®AC). If the audited entity still does not report this information
to the specified external p ar tcamensgnicaian wishahe ®GAC alen tiper a ¢
Internal AuditOffice will report the information directly to the specified external parties. (GAGASR)

If management fails to take timely and appropriate steps to respond to known or likely fraud, noncomfiliance

provisions of laws, regulations, contracts, or grant agreements, or abuse that (1) is likely to have a material eff
on the subject matter or an assertion about the subject matter and (2) involves funding received directly or indirec
fromagoven ment agency, auditors should first report n
to the Financial Oversight and AudiCommittee (PAC). If the audited entity still does not take timely and

appropriate steps as soon as practicabletaftee audi t or s & ¢ o@\Guhen ticeawditors shouldi t |
report the entitydés failure to take timel 949)nd ap

Auditors should obtain sufficient, appropriate evidence, such as confirmation from outside parties, to corrobore
assertions by management of the audited entity that it has reported such findings in accordance with lax
regulations, or funding agreemerif¢hen auditors are unable to do so, they should report such information directly
as discussed above. (GAGAS!Y)
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QUALITY STANDARDS FOR INVESTIGATIONS

The Internal Audit Office should strive to deliver outstanding prodbhetsardimely, objective acairate, balanced,

and presented in such a way that appropriate officials will be able to act on the information conveyed. Conclusic
and recommendations should be well thought out and adequately supported by objective evidence. In orde
ensure that #se characteristics are integrated into investigatidis,document contains quality standards for
investigations conducted by Offices of Inspector General (OIGs). They have been formulated and approved by
Association of Inspectors General. The stadd are advisory and are not intended to impose requirements. They
are for Office of the Inspector General (OIG) use to guide the conduct of official duties in a professional manne
OIGs are established with generally similar missions, but often unifferirdy authorities and mandates.
Investigations conducted by the Internal Audit Office will utilize @enerally Accepted Principles and Quality
Standards for Investigatiorestablished by the Association of Inspectors General (OIG).

Note: Standardare presented in bold, italicized typeface and must be followed if adopted by an OIG.

GENERAL STANDARDS
A. Staff Qualifications

Individuals assigned to conduct the investigative activities should collectively possess the knowledge, skills, an
experience required for the investigative work.

B. Independence

The Inspector General and OIG staff involved in performing or supervigiany investigative assignment must

be free from personal or external impairments to independence and should constantly maintain an independent

attitude and appearance.

C. Due Professional Care

Due professional care should be used in conducting invgegibns and in preparing accompanying reports.
Guidelines

Exercising due professional care means using good judgment in choosing investigation subjects and methodol

as well as creating accurate and complete investigation documentation and invegtgutits. Due professional

care presumes a working knowledge consistent with investigation objectives.

Due professional care requires:

i StandardsOIGs and their investigators should follow the Associations professional standards and comply wit
applicable standards of conduct.

1 Thoroughness Investigations should be conducted in a diligent and complete manner, and reasonable ste
should be taken to ensure that sufficient relevant evidence is collected; pertinent issues are sufficiently resolv
and appropriate criminal, civitontractual, or administrative remedies are considered.

1 Legal Requirements Investigations should be initiated, conducted, and reported in accordance with (a) al
applicable laws, rules, and regulations; (b) guidelines from applicable prosecutdrigiteag; and (c) internal
agency policies and procedures. Investigations will be conducted with due respect for rights and privacy
those involved.
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Appropriate Techniques Methods and techniques used in each investigation should be appropriate for the
circumstances and objectives.

Objectivity - Evidence should be gathered and reported in a fair, unbiased manner in an effort to determine t
validity of alleged improprites or evaluate the likelihood of violations of statutes, rules, or regulations.

Ethics- At all times the actions of the OIG investigators should conform with the high standards expected c
OIG staff.

Timeliness Investigations must be conducteditimely manner while recognizing the individual complexities
of each investigation.

Accurate and Complete Documentatieninvestigative findings, conclusions, and outcomes (such as
indictments, convictions, and recoveries) should be supported by asledoatimentation, including
investigator notes, court orders of judgment and commitment, suspension or debarment notices, settlem
agreements, and other documents) in the case file.

Coordination Appropriate OIG staff should coordinate investigatioiits wppropriate officials. In cases where

civil or administrative actions are necessary, appropriate OIG staff should coordinate actions with prosecutc
and other appropriate officials.

QUALITATIVE STANDARDS

A. Quality Control

To ensure quality anaxpedite the progress of investigations, proper supervision will be exercised from the start
of such work to its completion.

Guidelines

Supervision adds expert judgment to the work done by less experienced staff and provides necessary training
them. Supervisors should satisfy themselves that investigators clearly understand their assigned tasks before sta
the work. Team members should work cooperatively with each other and their supervisors to understand not o
what work they are to do drhow they are to proceed, but why the work is to be done and what it is expected tc
accomplish.Supervisory reviews should determine that:

1

(o8]

Evidence adequately supports any referrals for possible criminal, civil, or administrative action; findings
condusions; and recommendations.

Investigation objectives are met.

Investigative plans are followed, unless deviation is justified and authorized.

. Planning

Investigative work is to be adequately planned
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Guidelines

The standard for planning investigations is intended to clarify investigative issues to be addressed in advance
initiating the investigation and includes preparing a written investigative plan. Effective planning provides the bas
to clearly identify he investigative issues to be addressed prior to initiating the investigation and includes preparir
a written investigative plan spelling out the objectives of the investigation and specific investigative steps to |
performed. In this process sufficiegffort should be undertaken to assure that investigative objectives will be met
within anticipated time constraints of the assignment. In addition, adequate coordination can prevent unnecess
duplication of effort.

C. Data Collection and Analysis

Inf ormation and data gathered during an investigation should be carefully documented and organized relative
to case objectives.

Guidelines
Sources of investigative information should be documented in sufficient detail to provide a basis for assessing
reliability. Such documentation should address pertinent questions related to the objectives of the investigation
provide information neded to determine the facts relative to potential violations of laws, rules, regulations, policie:
and procedures.
Data gathered and analyzed as part of the investigation should be accurately interpreted, logically presented,
maintained in the invegiative case file. The basis and support for the results of investigations should be carefull
organized and described in the investigative case file.
D. Evidence

Sufficient, competent, and relevant evidence is to be obtained to afford a reasonalitefbathe investigative
findings and conclusions.

E. Timeliness
Investigations should be conducted in a timely manner.

Guidelines
Timeliness increases the value of investigations. The nature of investigations also requires that schedules be flex
in order to respond to changing priorities or unforeseen circumstances, such as the need to expand the scope
investigation or respond to an emergent need caused by other events.
F. Reporting
Where appropriate, investigative activity should résim a timely referral for criminal prosecution or written
report. All reports shall present factual data accurately, fairly, and objectively, and present the results of
investigation in a persuasive manner.

Guidelines

Investigative report language should be clear and concise, recognizing that some assignments deal with hic
technical or sensitive material and should be written in terms that are intelligible to informed professionals.
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Systemic weaknesses or management problems disclosed in an investigation should be reported to approp
officials. Normally such disclosures will be made as part of a separate written report including recommendations
to specific corrective actions.

G. Confidentiality

The OIG should establish and follow procedures for safeguarding the identity of confidential sources and for
protecting privileged and confidential information.

H. Follow-Up
Appropriate followup to administrative or systemic isss identified by investigators should be performed to
assure that any recommendations made to appropriate officials are adequately considered and properly
addressed.

Guidelines
Ultimate investigative success depends on whether necessary correctine actidgaken. Therefore, each OIG

should take steps as necessary to determine whether appropriate officials take timely, complete, and reason
actions to correct problems identified in investigative reports.
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The following table can be used for ease in finding the appropriate form and template to use while performing
investigation Refer to the copy of the form at the FORMS section in this manual and use the appropriate temple
to create a working copy fgour particulainvestigation.

Cross Reference Guide flmvestigationProcedures, Forms and Templates

Audit Procedure Form Page no.

Planning InvestigationControl Sheet 161

Planning Audi tords Objectivit 162

Planning Investigative Plan 170

Planning Investigation Btrance MeetingChecklist (If
required) 172

Planning Investigation Mtrance Meeting Agenda (I 173
required)

Fieldwork Fraud Examination ChecklistList of Suspects 167

Fieldwork Fraud Examination Checklisti List of 168
Witnesses

Fieldwork Release of Information 169

Fieldwork Investigation Kit Meeting Checklist _(If 174
required)

Fieldwork Investigation Kit Meeting Agenda  (If 175
required)

Fieldwork Summary Memo 126

Review Quality Assurance Program _ Wksheet 160
(Investigationy

Review Working Paper Review Points 132

Review Fraud Examination ChecklistPlanning 163

Review Fraud Examination Checklistieldwork 164

Review Fraud Examination ChecklisiReporting 166

Reporting Memorandum 149

Other Debriefform 158
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DESCRIPTION OF ANNUAL DUTIES

Internal Audit Office Annual Audit Plan

The Chief Internal Auditor wilsubmit for approval minternal audit plan to thEinancialOversight and Audit
Committeeand the City Manager before the beginning of decialyear. The plan will include a rotating schedule
of coverage. Refer to the Departmental Planning Sectidartber information on the development of thienual
Audit Plan.

INTERNAL AUDIT OFFICE RECORD RETENTION POLICY & WAREHOUSE LIST

TheCity of El Pasdnternal Audit Office will adhere to the State of Texas Records Retention Schedules and worl
with the Cty of EI Paso Records Managememt® i si on and t he in@iddrtp enduretcamplianeey 6
with records retention requiremerasd requesté§GAGAS 5.46, 8.140, 9.63, 9.6TIA 2330.A2, 2330.C1) The
following is a listing of records commonpyoduced by thenternal Audit Officewith their corresponding retention
period
9 Permanent Retention for:
0 Listing of destroyed records
0 InternalAudit Reports
1 A minimum of 3 year retention or until next scheduled Quality Assurance Review whicheverfisriater
0 Department administrative records
0 WorkpapergRetention: 3 years after all questions arising from the audit have been resolved)
0 Mandatory Reporting Reviews
1 A minimum of 5 years retention for investigation wqkpers.

Department Records Management

The Internal Audit Office will maintain a designated department librarian whom will be responsible for the
management of all department records. The librarian will maintain an inventory listing of all:

Records in storage

Destroyed records

Permanent files

Audit files (not in storage)

Special project files

Audit Reports

Special project memos

E R N

Once an audit file or special project file has gone through Quality Assurance (QA) it needs to be filed and addec
the departmentdéds | i booames palntc eo ff itlheed, d & phaer tfmel net 6l
wishing to review the file to sign for the release of the file.

I NTERNAL AUDI T OFFI CEGS RELATI ONSHI P WITH EXTERNA

An attitude of cooperation and collaboration best describesl#t®nship of internal auditing to external auditors.
This relationship, rather than one which recognizes internal auditing merely as an extension of the external audit
is necessary due to the difference in objectives. For example, in some casesl extditors are primarily
concerned with the annual examination, which takes the form of a verification of assets and liabilities as of a cert
date, and such analysis of the income statement as will enable them to express an opinion as to toé ttaérness
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financial statements. The scope of their examination includes a review of internal controls concerned mainly wi
the safeguarding of assets and reliability of financial records. In contrast, internal auditing is concerned with
comprehensive atinuing program of audits which places emphasis on risk management, control, governanc
processes and efficient profitable operations. The scope of this program includes the COSO control mo
framework to include environmental controls, risk assessroenttol activities, information and communication
and monitoring.

Coordination of internal audit activities with the external auditors principally involves checking and working with
each other to insure: (1) maximum audit coverage is obtained; (2)sterexchange of information, and (3) a
minimum duplication of effort and expense on routine phases of audit work. Ongoing, direct communication
between the Chief Internal Auditor and the external auditors is maintained to foster coordination of rkudit wo
(1A 2050).

FORMS

All forms required during the course of an audiprojectare available at the end of this manubbwever for a
quick reference guide please refer to pad@éor audis, page @ for follow-up audits page65 for SRPs (Special
Request Projectsand page 76 for investigations.

RESOURCES

The lIA

COSO

A.L.G.A

Auditnet.org

GAO

ACFE

Association of Inspectors General
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GLOSSARY

Add Value: The internalaudit activity adds value to the organization (and its stakeholders) when it provides
objective and relevant assurance, and contributes to the effectiveness and efficiency of governance, 1
management, and control processes.

Adequate Control: Presentfi management has planned and organized (designed) in a manner that provide
reasonabl e assurance that the organization6s ri sk
and objective will be achieved efficiently and economically.

Assurance Services: An objective examination of evidence for the purpose of providing an independent
assessment agovernancetisk managemengndcontrol processes for the organization. Examples, may include
financial, performance, compliance, systenusiég, and due diligence engagements.

Board: The highest level of governing body charged with the responsibility to direct and/or oversee the activitie
andhold seniomanagemenaccountablde.g., a board of directors, a supervisory board, or a bdaydvernors

or trustees) Although governance arrangements vary among jurisdictions and sectors, typically the board includt
members who are not part of management and is not solely comprised of members of management. If a board
not exist, the wordi b o a r d &tandamdsefers @o a group or person charged with governance. Furthermore,
fiboardd in the Standards may refer to a committ ece
certain functions (e.g. an audit committee or risk cdihes).

Charter: The internal auditharteris a formal written document that defines thiernalaudia ct i vi t y 6 s
authority, and responsibility. The charter shou
organization; (b) authorize access to recop#ssonnel, and physical properties relevant to the performance of
engagements; and (c) define the scope of internal audit acti(fitfe4000)

Chief Audit Executive: Chief audit executive describes a parso a senior position responsible for effectively
managing the internal audit activity in accordance with the internal audit charter and the Definition of Interne
Auditing, the Code of Ethics, and the Standards. The chief audit executive or othetingapdhe chief audit
executive will have appropriate professional certifications and qualifications. The specific jabdfibe roleof

the chief audit executive may vary across organizations.

Code of Ethics: The Code of Ethics of The Institute iternal Auditors (lIA) are Principles relevant to the
profession and practice of internal auditing, and Rules of Conduct that describe behavior expected of inter
auditors. The Code of Ethics applies to both parties and entities that provide iatelihaervices. The purpose

of the Code of Ethics is to promote an ethical culture in the global profession of internal auditing.

Compliance Adherence to policies, plans, procedures, laws, regulations, contracts, or other requirements.

Conflict of Interest: Any relationship that is or appears to be not in the best interest of the organization. A conflic
of interest would prejudice an individual 6s abili

Consulting Serviages: Advisory and related client service activities, the nature and scope of which are agreed wit
the client and which are intended to add value an
control processes without the internal audassuming management responsibility. Examples include counsel,
advice, facilitationand training.

Control: Any action taken by management, the board, and other partiesnageisk and increase the likelihood

that established objectives and goals bdlachieved. Management plans, organizes, and directs the performance
of sufficient actions to provide reasonable assurance that objectives and goals will be achieved.
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Control Environment: The attitude and actions of the board and management regtréingportanceof control

within the organization. The control environment provides the discipline and structure for the achievement of
primary objectives of the system of internal control. The control environment includes the following elements:
Integrity and ethical values.

Management 6s phil osophy and operating styl e
Organizational structure.

Assignment of authority and responsibility.

Human resource policies and practices.

Competence of personnel.

=4 =4 =8 =8 -8 -9

Control Processes:The policies, proceduréboth manual and automate@nd activities that are part of a control
framework, designednd operatetb ensure that risks are contained withinlghwl that an organization is willing
to accept

Core Principles for the Professional Practice of Internal Adliting: The Core Principles for the Professional
Practice of Internal Auditing (Core Principles) are the key elements that describe internal audit effectiveness. T
Core Principles underpin the Code of Ethics andStaadards

Engagement: A specific internal audit assignment, task or review activity, such as internal eardipl self-
assessment review, fraud examination, or consultancy. An engagement may include multiple tasks or activit
designed to accomplish a specific set of eslaibjectives.

Engagement Objectives: Broad statements developed by internal auditors that define intended engagemer
accomplishments.

Engagement Opinion: The rating, conclusion, and/or other description of results of an individual internal audit
enga@ment, relating to those aspects within the objectives and scope of the engagement.

Engagement Work Program: A document that lists the procedures to be followed during an engagement,
designed to achieve the engagement plan.

External Service Provider: A person or firm outside of the organization, who has special knowledge, skill, and
experience in a particular discipline.

Fraud: Any illegal acts characterized by deceit, or violation of trust. These acts are not dependent upon tl
application of threadf violence or of physical force. Frauds are perpetratqehbyesand organizations to obtain
money, property or services; to avoid payment or loss of services; or to secure personal or business advantage

Governance: The combination of processes astductures implemented by the board in order to inform, direct,
manageand monitor the activities of the organization toward the achievement of its objectives.

Impairment: Impairment to individual objectivity and organizational independence may ingkrdenal conflict
of interest, scope limitations, restrictions on access to records, personnel, and properties, and resource limitati
(funding).

Independence The freedom from conditions that threatée ability of the internal audit activity to egrout
internal audit responsibilities in an unbiased manner.

Information Technology Controls: Controls that support business managerardigovernance as well as provide

general and technical controls over information technology infrastructures such as applications, informatio
infrastructure, and people.
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Information Technology Governance: Consists of the leadership, organizationalures, and processes that
ensure that the enterprisebs information technol o

Internal Audit Activity: A department, division, team of consultants or other practitioner(s) that provides
independen , objective assurance and consulting servic
operations. The internal audit activity helps an organization accomplish its objectives by bringing a systemat
disciplined approach to evaluate and inyardhe effectiveness ajovernancerisk management, ancontrol
processes.

International Professions Practices Framework: The conceptual framework that organizes the authoritative
guidance promulgated by The IIA. Authoritative Guidance is comprisedoofategorie$ (1) mandatory and (2)
recommended.

Must: TheStandardsise t he word fAmusto to specify an uncond

Objectivity: An unbiased mental attitude thatowsinternal auditors to perform engagements in such a manner
that heybelievein their work product and that no quality compromises are made. Obijectivity rethaitiesernal
auditorsdo not subordinate their judgment on audit matters to others.

Overall Opinion: The rating, conclusion, and/or other descriptionesilts provided by the chief audit executive
addressing, at a broad level, governance, risk management, and/or control processes of the organization. An ov
opinion is the professional judgment of the chieflibexecutive based on the resubf a mmber of individual
engagements and other aciiedt for a specific time interval.

Risk: The possibility of an event occurring that will have an impact on the achievement of objectives. Risk i
measured in terms of impact and likelihood.

Risk Appetite: The level of risk that an organization is willing to accept.

Risk Management A process to identify, assess, manage, and control potential events or situations, to provic
reasonable assurance regarding the achievement of the orgadiztiom b j ect i ves .

Should: The Standardsu s e o f t he where donfdinshce islexpécted unless, when applying
professional judgment, circumstances justify deviation.

Significance: The relative importance of a matter within the context in which liging considered, including
guantitative and qualitative factors, such as magnitude, nature, effect, relevance, and impact. Professio
judgement assists internal auditors when evaluating the significance of matters within the context efahie rel
objectives.

Standard: A professional pronouncement promulgated by the Internal Auditing Standards Board that delineate
the requirements for performing a broad range of internal audit activities, and for evaluating internal aud
performance.

Technologybased Audit Techniques: Any automated audit tool, such as generalized audit software, test data

generators, computerized audit programs, specialized audit utilities, and ceagsisérd audit techniques
(CAATS).
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FORMS
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AUDIT ASSIGNMENT SHEET

Name of Audit & No. : Team Members:
Team Reviewer:
Contact: Location:
Source ofAudit: Work Code:
Time (Hours): | Budget | Actual | Variance Dates: Deadline| Completion
Date
Planning Planning Started
Fieldwork Planning
Review Entrance Meeting
Report Field Work
Other (Report Issue Date)
Total Review
Note: Report Draft
Exit Meeting
Variance: Final Report(distributed)
QAP Review
Debriefing
Purpose for the Audit
Scope and Obijectives
1.

Time Period and Area to be Audited

Other Comments

Prepared by:
Approved by:

Date:
Date:
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AUDIT CONTROL SHEET /FOLLOW -UP AUDIT CONTROL SHEET

Audit Name and Number:

ACTIVITY

| DATE | INITIALS

Planning

Scheduled date of completion (per Planning Memo)

Planning completed and submitted to Chief Internal AuditoAodit
Supervisoffor review

Planning notes cleared; return for approval

Planning review completed

Peer Review

Fieldwork completed and working papers submitted to peer for revie

Working paper review completed; return to auditor to clear notes

Working paper notes cleared; return to peer reviewer

Working paper review completed

Reporting

Initial draft report submitted t€hief Internal Auditoffor review

Exit conference conducted & management responses requested

Management responses receiyedt required for FollowJp Audits)

Second draft, with responses, submitted to Chm&frnal Auditor ang
Client (not required for FollowJp Audits)

Final report and file submitted to peer for final review

Report notes completed; return to auditor to clear notes

Reporting notes cleared; return to peer reviewer

Reporting reviewcompleted

Final report and file submitted to Chief Internal Auditor Audit
Supervisorfor QAP review

Report issued

Report distributed
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SPECIAL REQUEST PROJECT CONTROL SH

Special Request Project Name and Number:

EET

ACTIVITY

| DATE | INITIALS

Planning

Scheduled date of completion (per Planning Memo)

Planning completed and submitted to Chief Internal Auditor or A
Supervisoffor review

Planning notes cleared; return for approval

Planning review completed

PeerReview

Fieldwork completed and working papers submitted to peer for revie

Working paper review completed; return to auditor to clear notes

Working paper notes cleared; return to peer reviewer

Working paper review completed

Reporting

Initial draft memorandum submitted to Chief Internal Auditor for revig

Exit conference conducted

Final memorandum and file submitted to peer for final review

Memorandum notes completed; return to auditor to clear notes

Memorandum notes cleare@turn to peer reviewer

Reporting review completed

Final memorandum and file submitted to Chief Internal Auditor or A
Supervisoifor QAP review

Memorandum issued

Distribute a hard copy of Memo and electronically to Mayor & Coung
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We expect our auditors to maintain objectivity of mental attitude in the conduct of all assigned assurance work, to henfsartaidand

to conduct themselves so that clients and third parties will see the Office irath{iAv1120). Each staff meimer must promptly notify
the Chief Internal Auditor, in writing, concerning any situatiort thauld impair the staff member's or the Office's objectivity on an audit,
or that might lead others to question the objectivity. If a staff member has anyatbouivtwhether a situation may be an impairment to
objectivity, he or she should consult witie Chief Internal Audito¢llA 1130).

Employee: Position:

Client Name: Audit Period:

Possible Personal Impairments to My Objectivity on this Audit. | have reviewed my personal situation with respect to this audit. | am not
aware of any circumstances that might impair my ability to be objective on the audit or that might lead others to gerestiphas indicated
below or on attached pages.

Not Possibly
Type of Personal Impairment Applicable Applicable

Official, professional, personal, or financial relationships that might cause the auditor t
the extent of the inquiry, to limit disclosure, or to weaken or slant audit findings iwan:
(includes relatives employed by the client).

Preconceived ideas toward individuals, groups, organizations, or objectives of a pa
program that could bias the audit.

Previous responsibility for decisianaking or managing aentity that would affect curren
operations of the entity or program being audited.

Biases, including those induced by political or social convictions, that result from emplo
in or loyalty to, a particular group, organization, or leveg@fernment.

Subsequent performance of an audit by the same individual who, for example, had pre
approved invoices, payrolls, claims, and other proposed payments of the entity or p
being audited.

Concurrent or subsequepgrformance of an audit by the same individual who maintaine:
official accounting records.

Financial interest, direct or substantially indirect, in the audited entity or program.

Offer of or application for a position with the cliehiring the preceding year (Note: an of
of or intention to apply for a position with the client once the audit is in progress must ¢
reported).

DETAILS MUST BE COMMUNICATED TO THE CHIEF INTERNAL AUDITOR BY CONFIDENTIAL MEMORANDUM.

Responsibility to Update this Disclosurel understand that | am responsible for making a timely written notification to the Chief Internal Auditor
in the event that any circumstance may arise during the course of this audit that might impair or eppaiamty objectivity with respect to the
audit.

Signature: Date:
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We expect our auditors to maintain objectivity of mental attitude in the conduct ofigil@dassurance work, to be fair and impartial, and
to conduct themselves so that clients and third parties will see the Office in thidAvagZ0). Each staff member must promptly notify
the Chief Internal Auditor, in writing, concerning any situattbat would impair the staff member's or the Office's objectivity on an
engagement, or that might lead others to question the objectivity. If a staff member has any doubt about whether majtiegian
impairment to objectivity, he or she should aghsvith the Chief Internal Auditor (1A 1130).

Employee: Position:

Client Name: Scope:

Possible Personal Impairments to My Objectivity on this Engagerhkate reviewed my personal situation with respect tcetgmgement
| am not aware of any circumstances that might impair my ability to be objective engagementr that might lead others to question it,
except as indicated below or on attached pages.

Not Possibly
Type of Personal Impairment Applicable Applicable

Official, professional, personal, or financial relationships that might cause the auditor t
the extent of the inquiry, to limit disclosure, or to weaken or slaservationsn any way
(includes relatives employed by the client).

Preconceived ideas toward individuals, groups, organizations, or objectives of a pa
program that could bias tleagagement

Previous responsibility for decisianaking or managing an entity that would affect curr
operations of the entity or program beiegiewed

Biases, including those induced by political or social convictions, that result from emplo
in orloyalty to, a particular group, organization, or level of government.

Subsequent performance of an audit by the same individual who, for example, had pre
approved invoices, payrolls, claims, and other proposed payments of the eptihgram
being audited.

Concurrent or subsequent performance of an audit by the same individual who mainta
official accounting records.

Financial interest, direct or substantially indirect, inrthéewedentity or program.

Offer of or application for a position with the client during the preceding year (Note: an
of or intention to apply for a position with the client onceghgagemerits in progress mus
also be reported).

The audited entity has designated individual who possesses suitable skill, knowlec
or experience, and the individual understands the services to be performed sufficie
oversee theriGAGAS 373).

DETAILS MUST BE COMMUNICATED TO THE CHIEF INTERNAL AUDITOR BY CONFIDENTIAL MEMORANDUM.

Responsibility to Update this Disclosurel understand that | am responsible for making a timely written notification to the Chief Internal Auditor
in the event that any circumstance may arise during the courseafghigemerthat might mpair or appear to impair my objectivity with respect
to theengagement

Signature: Date:
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Entrance Meeting Checklist

Audit/SRP Name and Number:

Procedure

Initials/Date

Set the date, time, and location of the entrance meeting.

Prepare and distribute an agenda for the meeting. The agenda
should include the following:

T

Discussion of the aud&RPscope and objectives (theirs ar
ours).

T

Identification of auditors assigned to the al®&RP

1

Estimated completion date.

Process of communication.

Distribution of findings.

Conditions and operations of the audit area (managemer
changes, changes to systems, etc.).

Audit/SRPreporting process.

T

Client concerns.

1

Follow up process.

DistributeRequest for Informatiomemo to management requesting
documentation needed for the al®iRP

Document the results of the entrance meeting.

If applicable, arrange a tour tife auditSRParea and meet
personnel you will be working with during the augRP
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City of El Paso
Internal Audit Office
Name of Audit/SRP

ENTRANCE MEETING AGENDA
Department Name
Date

I. Introductions

Il. Overview

lll. Audit/SRP Objectives

IV. Duration and Scope of Work

Planning

Entrance meeting

Fieldwork

Summarization of fieldwork results
Interim meeting

Reporting

Exit meeting

Duration:

ITOMMOOw>

V. Points of Contact

VI. Questions

VI. Management 0agrAr€as of nteresh s
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Components anBrinciples of Internal Control Statement

Under Generally Accepted Government Auditing Standard (GAGAS) 8.39 Auditors should determine and document wheth
internal control is significant to the audit objectives. If internal control is significant tuttieobjectives, auditors determine
which of the five components of internal control and underlying 17 principles are significant to the audit objectives (8.42
Determining which internal control components and principles and/or specific contraigréfieant to the audit objectives is

a matter of professional judgement and requires an understanding of the 17 principles.

Documentation. The significance of internal controls should be evaluated and documented during the completion of the ris
assesment in order to comply with GAGAS standard 8.54. Review the following and determine which components of internz
control may be significant to the audit objectives:

Five Not Possibly
Components 17 Principles Applicable Applicable

(1) The oversight body and management should demonstrate a commitn
integrity and ethical values.

2 The oversight body should overs

(3) Management should establish an organizational struct@ssign
responsibility, and del egate au

(4) Management should demonstrate a commitment to recruit, develop, anc
competent individuals.

(5) Management should evaluate performance and hold individoedgintable
for their internal control responsibilities.

Control
Environment

(6) Management should define objectives clearly to enable the identificati
risks and define risk tolerances.

(7) Management should identify, analyze and respond torasked to achieving

Risk the defined objectives.

Assessment (8) Management should consider the potential for fraud when identify, analy
and responding to risks.

(9) Management should identify, analyze, and respond to significant chang
could impact thénternal control system.

(10) Management should design control activities to achieve objectives
respond to risks.

(11)Management should design the e
control activities to achieve objectives aedpond to risks.

(12) Management should implement control activities through policies.

Control
Activities

(13)yManagement should use quality i
(14) Management should internally communicate timecessary quality
information to achieve the enti
(15) Management should externally communicate the necessary ¢
information to achieve the enti

Information &
Communication

(16) Management should establish and operate monitoring activities to moni

Monitoring internal control system and evaluate the results.
Activities (17) Management should remediate identified internal control deficiencies
timely basis.
Principles that are identified as possibly r el eassasamentt o
Preparer: Date:
Reviewer: Date:
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Internal Control Questionnaire

No

Category

Question

Yes, No,
N/A

Comments

General

Has the Department been audited or reviey
by a Government Agency, External Auditol
Grant Sources, Granting Agencies, Professid
Organizations, etc.?

1 If so, by whom and when?

Please provide copies of the audit reports.

General

Has the Department designated a Departn
Contract Administrator (DCA)?

General

Has the Department designated an individug
monitor budget limits for Departmen
purchases?

Records
Management

Has the Department designated a Recd
Liaison in accadance with Ordinance Ng
018176Section 10?

Records
Management

Is the Departmermetaining its records in
accordance with retention schedules publish
by Texas State Library & Archives
Commission (TSLAC)?

Records
Management

Is the Department getting approval for
disposal/destruction of records using Recorg
Destruction Form RM3?
If so, please provide copy of most recd
destruction Form submitted to the Reco
Management Division.

Records
Management

Are records that aretored at the departme
stored in such a way as to ensure:

Security

Access

Ability to retrieve

Minimal Deterioration

Protection from fire, water, unauthorizg
access, and environmental/climatic hazal

= =4 -4 -8 -9

General

Are there any special issues or arefasoncern
to which the Department feels that Intern
Audit should devote additional time? If s

please describe.
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No

Category

Question

Yes, No,
N/A

Comments

General

Are you aware of any issues or concerns f
may be an indication of fraudulent activity?

Examples of fraudulent activityand other
similar irregularities include, but are not limitg
to:

1 Misappropriation, theft or misuse of City
funds (cash, checks, credit cards),
equipment, vehicles, supplies, or other
City assets;

1 Loans made to employees from daily sal
activity?

1 Impropely reporting of financial
transactions, under reporting funds
received, deceitfully claiming
reimbursement of expenses not incurred
hours worked;

1 Accepting or seeking anything of materia
value from vendors, contractors, or other
persons in an exchaador favorable
consideration on City projects or
purchases.

10.

Ethics

Are employees instructed to report any gifts
received with a face value from $10.00 to
$75.00 to the City Clerk as required by the
Ethics OrdinanceMunicipal Code Title
2.92.070Reporting RequirementsSection B
Reporting of Gifts)

¢ If so, how is this documented?

11

Ethics

Are employees instructed to not solicit, acce
or agree to accept for themselves or a relatiy
any gift with a value exceeding $75.00 in val
asrequired by the Ethics Ordinanddynicipal
Code Title 2.92.040 Gift3)

§ If so, how is this documented?

12,

General

Does the Department have a documen
"Mission" statement? If yes, please attacl

copy.

13.

General

Does the Department hawiocumented goals
and objectives? If yes, please attach a copyi

14.

General

What are the approximate annual expendity
of the Department?

15.

General

Are there established budgets for ea

expenditure type?
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No Category Question Ye’\?/,ANo, Comments
16 General Arg there ir_1terna|po|icies and procedures
' which are unique to the Department?
17 General Are there proce(_jural manuals (City a
' Departmental) available to all personnel?
18 General Doe's t he Depqrtment
operating procedures and policies?
Does someone in the Department maintain
19. General procedural manuals (updates and dispositid
listed above?
20. General Does the Depart_ment haveRask Assessmer
and Implementation Pléh
Are the Department Gos
21 General the Statement of Accounts?
If so, by whom and how often?
Does the Department Head review the acca
22. General reconciliation and supporting documentation
If so, how often?
Are employees' duties and responsibilit
23. General cIearIydeF:‘inSE/:d? i
Are these duties and responsibiliti
documented (written job descriptions, etc.)?
24. General If written job descriptions or othe
documentation is available, when was the m
recent update?
25, General Does_ th_e Department have a currg
organization chart? If yes, please attach a cq
Are performance evaluations completed &
26. General documented on an annual basis for
employees?
o7 General Are emplpyees' duties and responsibilit
clearly defined and documented?
08 General Do_e_s the Department have a program for s
] training and orthe-job cross training?
29 General Are duties of certain employees periodica
' rotated?
Does the Department require that all employ
30 General take vacation?
31 General Are duties of employees while on vacatig
performed by other employees?
Are there any employees in the Department v
have a controlling interest/investment in
32 General

business outside of the City?

If so, what is the nature of the business?
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No Category Question Ye’\?/,ANo, Comments
33 G | Does the Department have a relationship w
' enera this business?
Are employees required to sign a conflict
34. General interest or ethics statement annually?
Are employees aware of prohibitions agait
3. General conflicts of interest?
Are there any unusual characteristics W
36 G | respect to the Department (location of wd
' enera performed, hours worked, contractors involvg
etc.)?
Are there any special issues or areas of con
37. General to which the Zoo feels that Interrfalidit should
devote additional time? If so, please describg
Does the Department have any procurem
38. General cards (PCards) assigned to personnel?
If yes, how many and to whom?
39 G | Does the Department maintain a-Card
! enera transaction log?
Are original receipts kept on file for purchas
40. General made using the-Eard?
_ Does the Department have antopdate listing
41 E?“'pmte”t& of all tangible assets apart from recof
1 rocodun available on PeopleSoft?
rocedures
Please attach@opy of t he De
- Is an inventory of equipment and other assets tal
Equipment &
42. ?nvzmory If so, how often and by whom?
Procedures
Equipment & | Are all items of the City properly labeled ¢
43. Inventory marked withCity property numbers?
Procedures
Equipment & | IS @ record of all Office property locatior
44, Inventory maintained?
Procedures
Equipment & | Who maintains the aforementioned prope
45, Inventory lists?
Procedures
Equipment& | Aré City property records maintained
46. Inventory electronic form?
Procedures
Equipment & | Who is responsible for inventory dispositio
47. Inventory (transfers, disposals, etc.)?
Procedures
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No Category Question Ye’\?/,ANo, Comments
Equipment & Is City property safeguarded from thefPlease
48. Inventory provide a brief description on how property
Procedures | safeguarded.
Have procedures been established to ensure
49 Disbursement | eXxpenditures are made in accordance with (
) Procedures guidelines or, when applicable, gra
provisions?
_ Are procedures in place to comp3
50, Disbursement | oy nenditures to budgeted projections &
Procedures . . .
review routine expenditures for unusual treng
Who performs the functions of orderin
51| Disbursement receiving, payment authorization ai
' Procedures bookkeeping for purchases within th
Department?
Disbursement | Aré purchase requisitions used for
52 Procedures | disbursements over $3,000.007?
Disbursement | Aré goods shipped directly to the Departmg
53. Procedures compared with approved purchaseers?
Disbursement | Aré packing slips or other receiving repo
. Procedures | initialed to indicate such review?
Disbursement | DO€s the Department have a petty cash fund
o Procedures
_ Do employees purchasguipment or supplies
56.| Disbursement |\ iy their ‘own funds for which they are latf
Procedures .
reimbursed?
Disbursement | Areé disbursements supported by origir
S Procedures invoices?
Disbursement | Are all employees aware of the City policy wi
58. Procedures | respect to theersonal use of City equipment’
Disbursement | Which —employee(s) approve travel a
59. Procedures | entertainment vouchers?
Disbursement | Who is used for all business related tra
60. Procedures arrangements?
_ Is there arequirement for original travel an
61| Disbursement | oni0nainment receipts before reimbursemen
Procedures .
employee travel and entertainment expenses
Are expenses claimed on the travel
62| Disbursement entertainment vouchers appropriate and do t

Procedures

comply with the established City dolla

guidelines?
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No Category Question Ye’\? / ANO’ Comments
Disbursement | What is the nature of the products or servi
63. Procedures | received from such contractors or consultant
Disbursement | Does the Department determine contrad
64. Procedures | work specification®r work schedules?
Disbursement | IS the selection process unbiased 3
e Procedures | Objectives?
_ Does the Department own or lease G
66. DF')SrtS‘éreS;ur?gsm vehicles? If so, does the Department mainta
log of usage for each vehicle?
Does the Department utilize City credit car|
_ (including procurement and long distan
67.| Disbursement | oing cards)?
Procedures
If so, what are the names of employees W
possess or control the use of the credit card
Disbursement | Who is responsible for reconciling th
68. Procedures Department 6s credit
Disbursement | DOES someone else review the reconciliatior|
69. Procedures
_ Does the Department maintain cell telephones
70. Disbursement employees?
Procedures |t 55 how arevilling statements reconciled?
Does the Department maintain credit accol
_ with any vendors?
71| Disbursement | y¢oq \yho are the vendors and which employ
Procedures .
are authorized to charge purchases from ¢
vendor?
Disbursement | Who is responsible for making personr
2 Procedures appointment changes?
Disbursement | Who reviews and approves these changes?
3. Procedures
Disbursement | Who is responsible for initiating the month
74. Procedures | hourly payroll process?
Disbursement | PO both employee and immediate supervi
. Procedures sign hourly payroll timesheets?
_ Are hourly payroll timesheets reviewed f
76. D.':Srtc’féffur?ggt mathematical accuracy?
If so, by whom and how often?
7 Disbursement | Does theDepartment utilize an electronic tim

Procedures

clock for its hourly employees?
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No Category Question Ye’\? / ANO’ Comments
Are the Departmentds
+g| Disbursement those belonging to contracts or gran
’ Procedures reconciled on a monthly basis?
If so, by whom?
Disbursement | |f usage accounts are reconciled, does
7. Procedures Department Head review the reconciliation?
Is there a process in place to maintain sick
80 anro" &I vacation leave records?
' Pri[:seo dnur}is If so, briefly explain the process and identtig
person responsible for maintaining the recor
Payroll & Does the department use a separate forn
81 Personnel request, approve, and record vacation leg
Procedures | sick leave and other absences?
Payroll & Is overtime work paid by compensatory time (
82. Personnel or through payroll?
Procedures
Payroll & Who approves overtime?
83. Personnel Is the approval in advance and in writing?
Procedures
Payroll & Approximately how many employees in tf
84. Personnel departmentnow have a compensatory lea
Procedures | balance in excess of 40 hours?
Payroll & Is payroll, including comp time, recorded (
85. Personnel time sheets, timecards, or other documentati
Procedures
Payroll & Who approves time sheets?
86. Personnel
Procedures
Payroll & Which individuals have access to payr
87. Personnel records once processing is completed fo
Procedures given month?
Payroll & Are the payroll expense reports reviewed o
88. Personnel monthly basis to determine thealidity and
Procedures accuracy of payroll charges and credits?
Payroll & Approximately how many payroll checks a
89. Personnel received by the department each month?
Procedures
Payroll & Who distributes these payroll checks and h
90. Personnel are they distributed?
Procedures
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No Category Question Ye’\?/,ANo, Comments
Payroll & Is there a log or other record of who receiv
91 Personnel each paycheck?
Procedures
Payroll & Who maintains unclaimed payroll checks a
92. Personnel how are these safeguarded?
Procedures
Payroll & Is there a standard form in use in the departn
93. Personnel to request a personnel action (hiring, wd
Procedures | change, etc.)?
Payroll & Who approves personnel action forms?
94. Personnel
Procedures
Payroll & Are such personneiction forms reviewed fo
5. Personnel fund availability before being sent out of tf
Procedures office?
Do personnel files (improperly) include iten
Payroll & not directly related to the job, including pr
9. Personnel employment information, EEO data, creq
Procedures | reports, garnishments, grievances, and o
such records?
Payroll & Is access to personnel records adequ3
97. Personnel restricted?
Procedures
Payroll & Are written personnel evaluations completed
98. Personnel least annually forall full-time and partime
Procedures employees?
Has the Department ever experienced a thel
09 Computer computer equipment?
' Security If so, explain nature of loss and preventat
measures taken.
Are surge protectors used tafeguard the
100] ~ Computer Departmentds comput ¢
Security .
damage from electrical power surges?
Are the Departmento
101 ~ Computer and peripherals located near windows, heat
Security .
vents, or indoor plants?
Computer Are rooms with significant compute
102 Security components locked during ndnusiness hours
Does the Department have a listing of softw
108 Computer applications and operating systems curret
' Security installed in workstations? If so, are versi

numberdncluded on this list?
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No Category Question Ye’\? / ANO’ Comments
Are all workstations in the Departme
password protected?

104] ~ Computer If so, what types of passwords (i.e. boot |

Security
screen saver, etc.) are enabled and how oftef
they changed?
Has the Department identified applicationy
Computer data, hardware, or software that requires
105. X L X .
Security additional layer of security due to it
confidential or sensitive nature?
Combuter Are any workstations left unattended duri
106, bu bUSi o
Security usiness hours”
Is there a staff member designated with

107] ~ Computer responsibility to store and protect all rbard

Security . .
drive storage devices?
Does the Department have awitius computer

108. %OeTﬁﬁ:er protection programs are in place?

y If so, howoften are they updated?
Computer Are you aware of any information ¢

109, Security telecommunication resources that are leaseq

Combuter Does the Department have a procedure for

110, Py b 2

Security ackupand recovery”
Are you aware of any situation(s) in which

111] ~ Computer password is not used exclusively by the own

Security .
If yes, please explain.
112 Computer Do employees have access to the Internet?
' Security
Does the Department operate or utilize a 1

113 Computer server? . .

' Security If so, what is the name of the file server and W
is responsible for maintaining it?
Has the Department experienced breaches

114 Computer security, such as unauthorized access

' Security information systems (hacking)?
If yes, pleasexplain.
115 Computer Does the Department maintain a listserv?
' Security
Are empl oyees infori
116 ~ Computer regarding software copyright infringement?
Security . .
If so, how is this conveyed?
Is thereas designated staff member respons
117. Csoengﬁﬁ'sr for upgrading and maintaining workstatio

within the Department?
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No Category Question Ye’\?/,ANo, Comments
Does the Department maintain a web page?
118] ~ Computer If so, who is designated the responsibility f
Security N
maintaining it?
119 Computer Does staff access any system remotely?
' Security
Combuter Is there a procedure in place to rep
120 pu . : o N
Security information security incidents”
Does the department handle cash or col
121, Cash | money? If so, what is the averagmount of
Handling/Deposit .
monthly or annual deposits?
199 Cash What is done with cash or other mon
1 Handling/Deposit| collected?
Are all deposits made to the correct fun
123| Cash .| (Normally deposits should be made to the fU
Handling/Deposit . .
from which relategxpenses are incurred).
124 Cash Are deposits made on a daily basis or accorg
1 Handling/Deposit| to City policy?
If not immediately (i.e. daily) processed
125. Cash _| deposited, are cash and check rece
Handling/Deposit
safeguarded?
Cash Are bank deposits made intact, i.e., without 1
126. ) . hi f checks?
Handling/Deposit| casning or CNecks:
Cash Are adequate controls in place to ensure f{
127, Handling/Deposit| revenues are collected for all services provid
128 Cash Are checksnade payable to City of El Paso?
| Handling/Deposit
Cash Are all checks restrictively endorse
129, Handling/Deposit| immediately upon receipt?
Does an employee who does not prep
130 Cash deposits and does not have access to accou
Handling/Deposit| records operincoming mail, which includes
checks? If so, who is this employee?
Does the employee assigned to the openin
131 Cash incoming mail prepare a list of cash and che
1 Handling/Deposit| received? If so, is this list reconciled to ba
and book casbeposit records?
Are sequentially pr@aumbered receipts
132 dlcajh | completed and initialed by the issuer wh
Handling/Deposit| ey is received?
133 Cash Is receipt stock adequately controlled and

Handling/Deposit

unused receipts periodicalygcounted for?
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No Category Question Ye’\? / ANO’ Comments
134 Cash Are all copies of the praumbered receipts
1 Handling/Deposit| accounted for?
Do persons other than those receiving paymé
135. d|'Ca7h | and completing the receipts compare receipt
Handling/Deposit) 1ha sypportinglocumentation?
136 Cash Does each person receiving cash have a sep
| Hand"ng/Deposit drawer or I’egISter?
Cash Is access to the cash drawer or regis
137, Handling/Deposit| @dequately restricted to the responsible part)
138 Cash Does each person with a cash drawer or reg
| Handling/Deposit| balance out daily?
Cash Does someone not involved in the cash rec
139. ) | f ; ifv th | N
Handling/Deposit| function verify that balancing®
Cash Is there training for thoseceiving cash? If so
140, Handling/Deposit| Priefly describe the kind of training.
Does the department receive installment
periodic payments? If so, are systems
Cash i
141 dine | monitor such payments adequate to ensure
Handling/Deposit a1 amounts due are received@e all amounts
due known and accounted for?
Does the department have a cash fund (p
cash) used to purchase swddllar items for
142 dl‘Ca?h _| City or department use? If so, what is the p¢
Handling/Deposit cash fund amount, where is it located avitb
is responsible for handling the fund?
143 Cash Are purchase receipts received for all petty ¢
1 Handling/Deposit| disbursements?
Do such purchase receipts adequat
substantiate the disbursements from petty g
144 Cash accounts? (Receipts should include date, ver
1 Handling/Deposit| hame, validated cash register receipt or of
similar documentation, description of purchg
and signature of the purchaser).
Is the physical security of the petty cash fu
145, Cash | (locked receptacle, limited access, et
Handling/Deposit maintained?
Is there a summary of all petty ca
146. Cash expenditures maintained for review by t

Handling/Deposit

department head?

Please use this space to include any additional informaticonoments.
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Questionnaire completed by:

Name Title Date
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Internal Control Structure Assessment

Date:

To: The Files

From:

Subject: Internal Control Structure Assessment
PURPOSE

To document our assessment of the Internal Control Structure in accordance with GAGAS plannir
requirements. Our review of the ICQ provided by management and our assessment of the internal con
structure includes inquiries, observations and addititests as necessary to obtain an understanding of the
internal control structure. Our assessment is listed below.

DISCUSSION

In Accordancewith GAGAS 8.05 Auditorsshould assessgnificance ana@udit risk Auditors should apply
these assessments to establish the scope and methodology for adtiesasintit objectives:

a. the nature and profile of the programs and the needs of potential users of the audit report (s
paragrapB.36);

b. internal control ag relates to the specific objectives and scope of the audit (see par&8d38ph

c. information systems controls for purposes of assessing audit risk and planning the audit within the conte
of the audit objectives (see paragr&b9);

d. provisionsof laws, regulations, contracts, agnt agreements that are significant within the context of
the audit objectives (see paragr&p69);

e. ongoing investigatiosior legal proceedings within the context of the audit objectives (see par&jadph
and

f. theresults of previougngagementthat are significant within the contexif the audit objectives (see
paragrapl8.30.

In Accordance with GAGAS 8.72 Assessing the risk of fraud is an ongoing process throughout the audit.
When information comestotleudi t or s6 attention indicating tha
audit objectives, may have occurred, auditors should extend the audit steps and procedures, as necessa
(1) determine whether fraud has likely occurred and (2) if serméte its effect on the audit findings.
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The results of our review of the Internal Control Questionnaire are as follows:

Internal Control

Planning Area Questionnaire Response | Internal Audit Assessment
Internal Controls
Information System€&ontrols
Fraud

In Accordance with GAGAS 8.04 Auditors must plan the audit to reduce audit risk to an acceptably low
level:

a. identify and use suitable criteria based on the audit objectives (see paragraph 8.07);
b. design the methodology tobtain sufficient, appropriate evidence that provides a reasonable basis fol
findings and conclusions based on audit objectives and to reduce audit risk to an acceptably low level (¢

paragraph 8.06);

c. evaluate whether to use the work of other sdiand specialists to address some of the audit objectives
(see paragraph 8.32);

d. assign sufficient auditors with adequate collective professional competence to conduct the audit (s
paragraph 8.31);

e. communicate about planning and performance of the audit to management officials, those charged w
governance, and others as applicable (see paragraph 8.20); and

f. prepare a written audit plan (see paragraph 8.33).

Internal Control

Planning Area Questionnaire Response | Internal Audit Assessment
Evaluation on whether to us
the work of other auditors ar
experts to address some of {
audit objectives.

INHERENT LIMITATIONS

Because of the inherent limitations of internal controls, eopimsegularities may occur and not be detected.
Also, projections of any evaluation of the internal control structure to future periods are subject to the risk th
procedures may become inadequate due to changes in conditions, or that the degre&apiceomith the
procedures may deteriorate.
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